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OPEN HEARING:
WORLDWIDE THREAT ASSESSMENT
OF THE U.S. INTELLIGENCE COMMUNITY

WEDNESDAY, APRIL 14, 2021

U.S. SENATE,
SELECT COMMITTEE ON INTELLIGENCE,
Washington, DC.

The Committee met, pursuant to notice, at 10:06 a.m., in Room
SH-216, Hart Senate Office Building, Hon. Mark R. Warner
(Chairman of the Committee) presiding.

Present: Senators Warner, Rubio, Feinstein, Wyden, Heinrich,
King (via WebEx), Bennet, Casey, Gillibrand (via WebEx), Burr,
Risch, Collins, Blunt, Cotton, Cornyn, and Sasse.

OPENING STATEMENT OF HON. MARK R. WARNER, A
U.S. SENATOR FROM VIRGINIA

Chairman WARNER. Good morning. I call this hearing to order,
and a welcome to our witnesses:

Director of National Intelligence, Avril Haines; Director of the
Central Intelligence Agency, Bill Burns; Director of the Federal Bu-
reau of Investigation, Chris Wray; Director of National Security
Agency, General Paul Nakasone; and Director of Defense Intel-
ligence Agency, Lieutenant General Scott Berrier.

Thank you for being here this morning and for representing the
thousands of dedicated men and women of America’s Intelligence
Community.

Every year since 1994, the Senate Intelligence Committee has
held an open, unclassified worldwide threats hearing, so that the
American people can hear directly from the heads of the intel-
ligence agencies about the various threats to our peace and pros-
perity. It is important that this hearing be conducted publicly and
openly to ensure that Americans have a good understanding from
a trusted, objective source of the challenges and also the opportuni-
ties we face as a Nation.

I was dismayed last year when the Director of National Intel-
ligence refused to appear in public before our Committee for this
hearing. And I am pleased that we are resuming this tradition, and
look forward to continuing on an annual basis.

We look to our intelligence agencies to provide their best and
most objective analytic judgments to our policymakers, regardless
of which party happens to be in power. Intelligence is the eyes and
ears we rely upon to provide warnings of both immediate and
longer-range threats. And we must be sure that the intelligence
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and analysis is free of bias and not shaded in any way to fit a par-
ticular policy or agenda.

We are still in the grips of a global pandemic, though increas-
ingly rapid deployment of effective vaccines is bringing it to bay.
In addition to addressing the challenges to national security you
see from the pandemic, I'd also like for each of you to address how
your agencies and the IC as a whole have dealt with this challenge.

While some agencies have been able to exercise the flexibility of
a remote workforce, intelligence is often a profession that relies on
in-person attendance due to its classified nature. Some agencies
have done very well in vaccinating their personnel. Others have
lagged, frankly, far behind, and I'd like to hear how each of your
agencies plans to speed up these vital vaccinations to keep the
workforce healthy and safe.

As this hearing will no doubt illustrate, the work of the IC is
more important than ever. The threat assessment goes into wide
detail on a variety of challenges that we face, but I have some
issues in particular I'd like to address: cybersecurity, election secu-
rity, the rise in domestic violent extremism, and obviously the rise
of China and particularly the Chinese Communist Party.

On that final point, I want to be extremely clear about some-
thing. As we grapple with the challenges posed by a rising China,
our problem is with the Chinese Communist Party, not with the
Chinese people or the Chinese Diaspora globally. And certainly not
with Asian-Americans here in the United States. I want to caution
our fellow Americans that false equivalence only breeds submis-
sion, division, and hate, and plays right into Beijing’s hands.

As China grows in power and stature, the CCP has sought to un-
dercut the United States as the world’s leading technological
power. We see this in the reliance on both strategic investments
and traditional espionage to acquire intellectual property; their use
and export of surveillance technology to authoritarian regimes; and
their modernization of traditional and asymmetric military capa-
bilities, including in the space and cyber domains.

When we look at development, for example, of 5G technology,
we've seen the CCP act aggressively to influence international
standard-setting bodies and invest in a national champion, Huawei,
that threatens to dominate the worldwide telecommunications mar-
ket. I fear that the CCP will develop a similar strategy to dominate
the development of other emerging technologies, including Al,
quantum computing, and BAU technology. In many ways, the IC
is the only part of our overall enterprise that sees across all do-
mains in this field, and I think we must be clear-eyed in assessing
the threats posed by the CCP.

In the cyber domain, Russia was responsible for an incredibly so-
phisticated hack of government and private-sector systems, using
software updates from what appeared to be a trusted provider in
SolarWinds. Other adversaries also have the capability to under-
take destructive attacks of critical infrastructure. We’ve also seen
major hacks, such as the Hafnium attack on Microsoft Exchange
users, producing serious consequences for United States networks.

In order to deter these intrusions, we will need to accurately and
quickly attribute them and hold our adversaries accountable. The
SolarWinds hack offered a stark reminder that if there is no re-
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quirement to report breaches of critical infrastructure—if FireEye,
for example, had not come forward—we might still be in the dark
today. And I think when we had our hearing on the subject, there
Wasduniform, bipartisan agreement that we needed to move for-
ward.

And we also want to develop new international norms where cer-
tain types of attacks, whether it be on updates or other areas, or
frankly viewed on an international basis or prohibited or banned,
just as use of chemical or bioweapons is banned in other domains.

Also related is the ongoing threat of misinformation and
disinformation, especially when it targets America’s free and demo-
cratic elections. As the IC noted in its recent assessment, Russia
undertook a sophisticated disinformation campaign in 2020 to un-
dercut our current President and to bolster the candidacy of the
former one. We need to make clear that those who perpetrated this
hostile interference will again pay a price.

The technologies that have made misinformation and
disinformation so effective have also been used to great effect by
the types of people and groups who attempted an insurrection
against our country. But domestic violent extremists were around
long before January 6, and they’ll continue to pose a significant
threat long after we put that incident to rest.

Many of our allies have also identified anti-government extrem-
ists as an increasing challenge in their countries. I'd like your
thoughts on how the Intelligence Community can or should play a
greater role in providing warning of attacks by violent domestic
groups, and especially if any of these groups have ties or support
for our adversaries overseas.

Lastly, we know the President is going to make an announce-
ment today. We're going to need to discuss the situation in Afghan-
istan. We went to Afghanistan 20 years ago after the deadly at-
tacks on 9/11 to take away the Taliban’s safe haven, and we’ve
worked with our Afghan partners and NATO allies toward that
end. As you note in your statement for the record, the Al-Qaeda
senior leadership has suffered severe losses in the past few years.

I know on the Committee, we'll have a variety of views about the
steps forward. But, speaking at least as Chair, I think any with-
drawal that takes place in that country must be conducted in a
manner that is coordinated among our military, diplomatic, and in-
telligence partners, and in close consultation with our NATO allies.
We should continue to support the Afghan government, and we
must ensure the safety of those dedicated Afghans who have
worked closely with the United States over the last 20 years.

I know there are a multitude of other threats that I haven’t ad-
dressed, but I don’t want to steal your thunder, and I look forward
to today’s very important discussion.

And I'll turn it over to my friend, the Vice Chairman, to make
a statement.

OPENING STATEMENT OF HON. MARCO RUBIO, A
U.S. SENATOR FROM FLORIDA

Vice Chairman RUBIO. Thank you, Mr. Chairman. And I, too,
want to welcome all of you for being a part of this hearing this
morning to hear of the threats—the assessment of the threats—
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that confront our country and our interests around the world. You
know, what makes this hearing very unique, it’s the one time of
year when we've had it—and we haven’t had them in a couple
years—but it’s the one time of year where the American public and
the Members of Congress here in the Senate get an unvarnished
presentation by an apolitical Intelligence Community of the real
national security threats that our country faces.

But I think it’s also a good opportunity to remind the men and
women of our Nation who we work for and everyone watching what
intelligence is. There’s a lot of TV shows about intelligence. There’s
a lot of movies. You may have seen a miniseries and everything
else. And there’s a lot of media reports, some accurate, some not,
about the work that occurs in the Intelligence Community.

At its core, the Intelligence Community and our intelligence func-
tions are about three things: gathering information, especially in-
formation that adversaries are producing that they don’t want us
to have—foreign adversaries; analyzing that information to under-
stand what it means, what it could mean, why they’re doing it; and
then third, using all of that to help inform policymakers in making
policy decisions and inform the actions that we take. Those are the
three cores of what intelligence work is all about.

It sounds simplistic, but it is incredibly important when it works.
When it’s working well, our country is spared all kinds of horribles
that people never learn about. When it doesn’t work, we face some-
times catastrophe and terrible outcomes, and everyone knows
about it, and we spend a long time analyzing it.

Our job here on this side of the room is to provide oversight into
how you're doing that job, how well you're doing these things, and
also to provide you the resources and the authorities and otherwise
other things that you might need in order to do those things well.
And it’s that view that I hope we can hear about what it is we can
do to be helpful in that endeavor. Obviously, in the closed session
especially, but here in the open one as well.

As far as the threats are concerned, again, not to be overly sim-
plistic, but I would venture to guess that 90-something percent, if
not more, of our threats can be tracked to one of five things: China,
Russia, Iran, North Korea, or global terrorism. Those five sources
comprise a substantial percentage of all the challenges we face in
our foreign policy, sometimes in our domestic policy, and certainly
in our economics and geopolitics.

A rapidly-evolving technology has helped our country tremen-
dously. It’s helped the work you do; it’s helped the work we do in
public policy. But it’s also advantaged our adversaries, none of
whom, by the way, are constrained by laws or the sorts of commit-
ments we’ve made to things like the rule of law or a moral compass
and principles when it comes to utilizing things like deepfakes, ad-
vanced data analytics, disinformation, misinformation, artificial in-
telligence, and more. They are completely unrestrained from any of
the things that we are restrained by, both in law and morality.

The cyber threat that the Chairman spoke about a moment ago
is real, both in our government networks and U.S. critical infra-
structure. As a government, we need to, I believe, have a more ex-
plicit cyber-deterrence policy that will clearly set expectations for
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accepted cyber behavior and delineate very clear responses when
those lines are crossed.

Today’s technology environment allows adversaries to wreak
havoc, and they often do so at a minimal cost. The SolarWinds
hack illustrates how easily U.S. infrastructure can be compromised.
It’s not hard to imagine how much destruction could be levied if
our adversaries were determine to conduct such an attack beyond
espionage on things like the power grid or our water supply. These
are 21st-century threats, unimaginable just two decades ago.

The theft of our innovation, often funded innovation that was
funded at its basic level by the U.S. taxpayer. That threatens our
economic competitiveness. It comes at the expense of our economy,
American jobs, American industrial capability. China, for example,
as part of its military-civil fusion strategy, has proven itself adept
at finding ways for its agents to extract that sort of information
from private corporations. It takes full advantage of the robust
U.N. scientific research and development industry that capitalism
has fostered by sending their agents and, frankly, by threatening
and forcing students who study at our laboratories and universities
to steal the research and give it to them to benefit the Communist
Party. So I look forward to hearing from the FBI in particular as
to the work that we’re doing to confront the massive threat that
this poses.

The insights of the Intelligence Community on the top threats
confronting us this year are also critical to better shape our foreign
policy, helping us to execute it and understanding whether or not
we are achieving our national goals and furthering our national in-
terest. In that regard, as the Chairman already pointed to, is the
situation in Afghanistan. It was a decision that was begun under
the previous administration and is being brought to its conclusion
under the current one. And irrespective of how anyone may feel
about it, no one can deny it’s going to have serious security impli-
cations for our country for years to come.

There’s no doubt the Nation is weary of over 20 years of war and
certainly the counterterrorism fight. I think it’s important to ac-
knowledge two things. The first is that there’s a very real possi-
bility that in the very near future, sadly, tragically, in a heart-
breaking way, the Taliban will regain control of all or substantial
portions of Afghanistan. And that means terrible things for all
tholse people living in that country, but particularly for women and
girls.

But the second thing we need to acknowledge is that if they do,
there’s also a very high likelihood that—in fact, if they do, I think
it’s almost certain that Al-Qaeda will return to Afghanistan, will
use it as a safe haven, and will use it as a launchpad for terrorist
attacks against our country, our people—even potentially here in
the homeland. And so, I think it’s important for us to say, if you
look at this year’s annual threat assessment, you collectively say,
despite leadership losses, terrorist groups have shown great resil-
iency and are taking advantage of ungoverned areas to rebuild.
And that is now, given the status quo today. Imagine when that
sustained pressure is no longer in place.

You go on to assess that ISIS and Al-Qaeda remain the greatest
Sunni terrorist threats to U.S. interests overseas, that they also
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seek to conduct attacks inside the United States, although sus-
tained U.S. and allied counterterrorism pressure has broadly de-
graded their capability to do so. I think it’s important, obviously,
in the closed session, but here in the public session to the extent
possible, to hear not just about the risk that the lack of sustained
pressure now poses to our future, but what it would mean in par-
ticular to potential attacks on the homeland.

The Intelligence Community can’t afford to be complacent for
even one minute, which, of course, makes your jobs collectively and
individually, and the jobs of the men and women who work for you
under you and who you represent here today, a very difficult job.
The stakes—this is not an exaggeration—are often literally life and
death. And it’s not often that you get to appear in public so the
American people can get a sense of how important your work is,
even though because of the nature of their work, most people will
nevetl)r fully understand how dangerous and important that work
can be.

As I said at the outset, the Intelligence Community and the work
of our intelligence agencies is depicted in all kinds of ways in the
popular culture, in the media, in the darkest recesses of the Inter-
net. But the Intelligence Community that I have come to know
through my now ten and a half years on the Committee is one
that’s made up of patriotic, dedicated professionals, some of the fin-
est men and women who serve in our government and who meas-
ure their success and their failure in terms of how many Americans
they’ve kept safe. Many of those Americans who are kept safe do
not even know they’ve been kept safe and what they've been kept
safe from because of the nature of the work that you do. And I hope
we will all remember that. I know everyone on the Committee does.

So again, I thank you. I know we have a lot of ground to cover
today. And I thank you for your time and your willingness to come
here today. It’s good to do these hearings once again.

Chairman WARNER. Thank you, Mr. Vice Chairman.

I'd remind Members that after the open hearing, we will have a
closed hearing. So any of the questions that stray into the classified
sector, I'd urge you to reserve those for the closed hearing. And to
remind Members today, we will do five-minute rounds based on se-
niority.

And will that, Director Haines, the floor’s yours.

STATEMENT OF AVRIL HAINES, DIRECTOR, OFFICE OF THE DI-
RECTOR OF NATIONAL INTELLIGENCE; ACCOMPANIED BY:
WILLIAM J. BURNS, DIRECTOR, CENTRAL INTELLIGENCE
AGENCY; CHRISTOPHER WRAY, DIRECTOR, FEDERAL BU-
REAU OF INVESTIGATION; GEN. PAUL NAKASONE, DIREC-
TOR, NATIONAL SECURITY AGENCY; LT. GEN. SCOTT D.
BERRIER, DIRECTOR, DEFENSE INTELLIGENCE AGENCY

Director HAINES. Thank you so much.

Chairman Warner, Vice Chairman Rubio, Members of the Com-
mittee. Thank you very much for the opportunity to offer the Intel-
ligence Community’s 2021 assessment of worldwide threats to U.S.
national security.

On behalf of the entire Intelligence Community, I want to ex-
press how much we appreciate your support and your partnership.
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I would also like to thank the men and women of the Intelligence
Community. Their efforts rarely receive public accolades because of
the nature of their work. But they help to keep us safe, often at
a great personal sacrifice. And we remain committed to providing
them with the resources our mission requires and the support we
owe them. It’s my honor to serve alongside these dedicated officers,
including the extraordinary leaders seated next to me, and to rep-
resent their work to you.

Our goal today is to convey to you and the public we serve and
protect the threat environment as we perceive it and to do our best
to answer questions about the challenges that we face. I'll only
highlight a few points and provide some context in my opening
statement. For a more detailed threat picture, I refer you to the an-
nual threat assessment we issued yesterday, which is a reflection
of the collective insights of the Intelligence Community.

Broadly speaking, the Intelligence Community is focused on tra-
ditional categories of issues that we've been discussing for years:
adversaries and competitors, critical transnational threats, and
conflicts and instability. And I'll summarize our views on these.

But first, I want to take note of the shifting landscape that we’re
facing today and its implications for our work.

The trends underlying and intersecting these issues are increas-
ing the pace, the complexity, and the impact of these threats in
ways that require us to evolve. During the past year, the COVID-
19 pandemic demonstrated the inherent risks of high levels of
interdependence. And in coming years, as reflected in our recently
issued Global Trends report, we assess the world will face more in-
tense and cascading global challenges, ranging from disease to cli-
mate change to disruptions from new technologies and financial cri-
ses. And as we note in that report, these challenges will repeatedly
test the resilience and adaptability of communities, states, and the
international system, often exceeding the capacity of existing sys-
tems and models.

This looming disequilibrium between existing and future chal-
lenges, and the ability of institutions and systems to respond, is
likely to grow and produce greater contestation at every level. And
for the Intelligence Community, this insight compels us to broaden
our definition of national security, develop and integrate new and
emerging expertise into our work, deepen and strengthen our part-
nerships, and learn to focus on the long-term strategic threats
while simultaneously addressing urgent crises. In short, at no point
has it been more important to invest in our norms and institutions,
our workforce, and the integration of our work.

Doing so provides us with the opportunity to meet the challenges
we face, to pull together as a society, and to promote resilience and
innovation. And as we evolve, you will see our efforts to more effec-
tively integrate longer-term destabilizing trends into our daily
work, thereby promoting strategic foresight and a deeper under-
standing of the threats we face, which we hope will help the policy
community effectively prioritize their work to address the issues
that we seek to present.

Against this backdrop, the annual threat assessment describes
an array of threats we are facing in the coming year, beginning
with those emanating from key state actors and starting with
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China, which is an unparalleled priority for the Intelligence Com-
munity. But we also look at Russia, Iran, and North Korea in that
context.

China increasingly is a near-peer competitor, challenging the
United States in multiple areas while pushing to revise global
norms in ways that favor the authoritarian Chinese system. China
is employing a comprehensive approach to demonstrate its growing
strength and compel regional neighbors to acquiesce to Beijing’s
preferences, including its claims over disputed territory and asser-
tions of sovereignty over Taiwan. It also has substantial cyber-ca-
pabilities that, if deployed at a minimum, can cause localized tem-
porary disruptions to critical infrastructure inside the United
States. And while China poses an increasingly formidable challenge
to the U.S. role in global affairs, it is worth noting that its eco-
nomic, environmental, and demographic vulnerabilities all threaten
to complicate its ability to manage the transition to the dominant
role it aspires in the decades ahead.

And next, with respect to Russia, we assess that Moscow will
continue to employ a variety of tactics to undermine U.S. influence
and erode Western alliances. While Russia does not want to conflict
with the United States, Russian officials have long believed that
Washington is seeking to weaken Russia. And Moscow will use a
range of tools to pursue its objectives, including mercenary oper-
ations, assassinations, and arms sales.

It will also employ, as we’ve reported publicly, new weapons and
cyber-capabilities to threaten the United States and its allies and
seeks to use malign influence campaigns, including in the context
of U.S. elections, to undermine our global standing, sow discord,
and influence U.S. decision-making. Russia is becoming increas-
ingly adept at leveraging its technical prowess to develop asym-
metric options in both the military and cyber spheres in order to
give itself the ability to push back and force the United States to
accommodate its interests.

And turning to Iran, Tehran is seeking to project power in neigh-
boring states, deflect international pressure, minimize threats to
regional stability. Iraq will be a key battleground for Iranian influ-
ence in the coming year. But Tehran will also continue to pursue
a permanent military presence in Syria, destabilize Yemen, and
threaten Israel.

And for its part, North Korea may take aggressive and poten-
tially destabilizing actions to reshape its security environment and
will seek to drive wedges between the United States and its allies.
These efforts could include the resumption of nuclear weapons and
intercontinental ballistic missile testing.

When it comes to transnational threats, the assessment focuses
on key issues that really intersect with the state-actor threats that
I've just outlined, starting with COVID-19. The effect of the cur-
rent pandemic will obviously continue to strain governments and
societies over the coming year, fueling humanitarian and economic
crises, political unrest, and geopolitical competition as countries
build influence—sorry, as countries such as China and Russia seek
advantage through vaccine diplomacy to build influence and, in
some cases, demand accessions from other governments.
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Countries with high debts or that depend on oil exports, tourism,
or remittances face particularly challenging recoveries, while others
will turn inward or be distracted by other challenges. And the crit-
ical impact of this pandemic has also served to highlight the impor-
tance of public health to national security. And ecological degrada-
tion and a changing climate will continue to fuel disease outbreaks,
threaten food and water security, exacerbate political instability
and humanitarian crises. And although much of the effect of a
changing climate on U.S. security will play out indirectly in a
broader political and economic context, warmer weather can gen-
erate direct, immediate impacts, for example, through more in-
tense, frequent, and variable extreme weather events, in addition
to driving conflicts over scarce natural resources. And the changing
climate conflict and economic deprivation will drive vulnerable pop-
ulations from their homes, heightening humanitarian needs, and
increasing the risk of political upheaval.

The scourge of illicit drugs and transnational organized crime
will continue to take its toll on American lives, prosperity, and
safety. And major mnarcotics trafficking groups and other
transnational criminal organizations will continue to drive threats
while also being used by adversaries employing cyber-tools to steal
from U.S. and foreign businesses and use complex financial
schemes to launder illicit proceeds, undermining confidence in fi-
nancial institutions.

Emerging and disrupting technologies, as well as the prolifera-
tion and permeation of technology in all aspects of our lives, pose
unique challenges. Cyber-capabilities to illustrate are demonstrably
intertwined with threats from our infrastructure and to foreign ma-
lign influence threats against our democracy. And we need, as you
have all stressed to us, to focus on the competition in critical tech-
nical areas such as high-performance computing, microelectronics,
biotechnology, artificial intelligence, quantum computing, fiber op-
tics, and metamaterials.

So with regard to global terrorism, ISIS and Al-Qaeda remain
the most pressing threats to U.S. interests overseas, as was noted.
These groups seek to conduct attacks inside the United States, but
sustained counterterrorism pressure has broadly degraded their ca-
pabilities. Domestically, lone actors and small cells with a broad
range of ideological motivations pose a greater immediate threat.
We see this threat manifest itself in individuals who are inspired
by Al-Qaeda and ISIS, often called “homegrown violent extremism”
and those who commit terrorist acts for ideological goals stemming
from other influences, such as racial bias and anti-governmental
sentiment, which we refer to as Domestic Violent Extremism, or
DVE.

And DVE is an increasingly complex threat that is growing in
the United States. These extremists often see themselves as part
of a broader global environment and movement. And in fact, a
number of other countries are experiencing a rise in DVE. For ex-
ample, Australia, Germany, Norway, and the United Kingdom con-
sider white, racially- or ethnically-motivated violent extremists, in-
cluding neo-Nazi groups, to be the fastest-growing terrorist threat
they face.
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And, of course, regional conflicts continue to fuel humanitarian
crises, undermine stability, and threaten U.S. persons and inter-
ests. The fighting in Afghanistan, Iraq, and Syria has a direct im-
plication for U.S. forces, while tensions between nuclear-armed
India and Pakistan remain a concern for the world. The iterate of
violence between Israel and Iran, the activity of foreign powers in
Libya, and conflicts in other areas, including Africa and the Middle
East, have the potential to escalate or spread. Asia has periodic up-
heavals, such as the Burmese military seizure of power in Feb-
ruary. Latin America has contested elections. Violent popular pro-
tests are likely to continue to produce volatility. And Africa will
continue to see ongoing marginalization of some communities, eth-
nic conflict, and contentious elections.

In closing, we face a broad array of longstanding and emerging
threats, whose intersection is raising the potential for cascading
crises. Our increasingly interconnected and mobile world offers
enormous opportunities, but at the same time it multiplies our
challenges, calling us to even greater vigilance as we seek to pro-
tect our vital national interests, promote resilience, and invest in
our institutions and our people, who will be the only and best an-
swer1 to addressing these challenges. We have to take care of our
people.

And so, I would be remiss not to note a final threat we are track-
ing: anomalous health incidents that have affected a number of our
personnel. The Intelligence Community is taking these incidents
very seriously, and it is committed to investigating the source of
these incidents, preventing them from continuing, and caring for
those affected. We appreciate the support that many of you have
shown for our personnel on this issue, as with everything else we
work on around the globe. And we look forward to answering your
questions about these and other worldwide threats today.

Thank you.

[The prepared statement of Director Haines follows:]
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Chairman Warner, Vice Chairman Rubio, and Members of the Committee, thank you for the opportunity
to offer the Intelligence Community’s 2021 assessment of worldwide threats to U.S. national security.
On behalf of the entire Intelligence Community, | want to express how much we appreciate your
support and your partnership.

| would also like to thank the men and women of the Intelligence Community. Their efforts rarely
receive public accolades because of the nature of their work but they help to keep us safe, often at
personal sacrifice. We remain committed to providing them with the resources our mission requires
and the support we owe them. It is my honor to serve alongside these dedicated officers, including the
extraordinary leaders seated next to me, and to represent their work to you.

Our goal today is to convey to you and the public we serve and protect, the threat environment as we
perceive it and to do our best to answer questions about the challenges we face. | will only highlight a
few points and provide some context in my opening statement - for a more detailed threat picture, |
refer you to the Annual Threat Assessment we issued yesterday, which is a reflection of the collective
insights of the Intelligence Community.

Broadly speaking, the Intelligence Community is focused on traditional categories of issues we have
been discussing for years: adversaries and competitors, critical transnational threats, and conflicts and
instability. 1 will summarize our views on these but first | want to take note of the shifting landscape we
see today and its implications for our work. The trends underlying and intersecting these issues are
increasing the pace, complexity, and impact of these threats in ways that require us to evolve.

During the past year, the COVID-19 Pandemic demonstrated the inherent risks of high levels of
interdependence and in coming years, as reflected in our recently issued Global Trends Report, we
assess that the world will face more intense and cascading global challenges ranging from disease to
climate change, to disruptions from new technologies and financial crises. As we note in that report
“[t]hese challenges will repeatedly test the resilience and adaptability of communities, states, and the
international system, often exceeding the capacity of existing systems and models. This looming
disequilibrium between existing and future challenges and the ability of institutions and systems to
respond is likely to grow and produce greater contestation at every level.”

For the Intelligence community, this insight compels us to broaden our definition of national security,
develop and integrate new and emerging expertise into our work, deepen and strengthen our
partnerships, and learn to focus on the long-term strategic threats while simultaneously addressing
urgent crises. In short, at no point has it been more important to invest in our norms and institutions,
our workforce, and the integration of our work. Doing so, provides us with the opportunity to meet the
challenges we face, to pull together as a society, and to promote resilience and innovation.

And as we evolve, you will see our efforts to more effectively integrate longer-term destabilizing trends
into our daily work, thereby promoting strategic foresight and a deeper understanding of the threats we
face, which we hope will help the policy community effectively prioritize their work to address the issues
we seek to present.

Against this backdrop, the Annual Threat Assessment describes an array of threats we are facing in the
coming year, beginning with those emanating from key state actors. Given that China is an unparalleled
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priority for the Intelligence Community, | will start with highlighting certain aspects of the threat from
Beijing.

China increasingly is a near-peer competitor challenging the United States in multiple arenas, while
pushing to revise global norms in ways that favor the authoritarian Chinese system. China is employing
a comprehensive approach to demonstrate its growing strength and compel regional neighbors to
acquiesce to Beijing’s preferences, including its claims over disputed territory and assertions of
sovereignty over Taiwan. It also has substantial cyber capabilities that if deployed, at a minimum, can
cause localized, temporary disruptions to critical infrastructure inside the United States. While China
poses an increasingly formidable challenge to the U.S. role in global affairs, it is worth noting that its
economic, environmental and demographic vulnerabilities all threaten to complicate its ability to
manage the transition to the dominant role it aspires to in the decades ahead.

Moscow will continue to employ a variety of tactics to undermine U.S. influence and erode Western
alliances. While Russia does not want a conflict with the United States, Russian officials have long
believed that Washington is seeking to weaken Russia and Moscow will use a range of tools to pursue its
objectives, including mercenary operations, assassinations, and arms sales. It will also employ, as we
have reported, new weapons and cyber capabilities to threaten the United States and its allies, and
seeks to use malign influence campaigns, including in the context of U.S. elections, to undermine our
global standing, sow discord, and influence U.S. decision-making. Russia is becoming increasingly adept
at leveraging its technological prowess to develop asymmetric options in both the military and cyber
spheres in order to give itself the ability to push back and force the United States to accommodate
Russia’s interests.

Turning to iran, Tehran is seeking to project power in neighboring states, deflect international pressure,
and minimize threats to regime stability. lraq will be a key battleground for Iranian influence in the
coming year, but Tehran will also continue to pursue a permanent military presence in Syria, destabilize
Yemen, and threaten Israel. For its part, North Korea may take aggressive and potentially destabilizing
actions to reshape its security environment and will seek to drive wedges between the United States
and its allies. These efforts could include the resumption of nuclear weapons and intercontinental
ballistic missile testing.

When it comes to transnational threats, the assessment focuses on key issues that intersect with the
state-actor threats | just outlined, starting with COVID-19.

The effects of the current pandemic will obviously continue to strain governments and societies over the
coming year, fueling humanitarian and economic crises, political unrest, and geopolitical competition as
countries, such as China and Russia, seek advantage through “vaccine diplomacy” to build influence and
in some cases demand accessions from other governments. Countries with high debts or that depend
on oil exports, tourism, or remittances face particularly challenging recoveries, while others will turn
inward or be distracted by other challenges. The critical impact of the pandemic has also served to
highlight the importance of public health to national security.

Ecological degradation and a changing climate will continue to fuel disease outbreaks, threaten food and
water security, and exacerbate political instability and humanitarian crises. Although much of the effect
of a changing climate on U.S. security will play out indirectly in a broader political and economic context,
warmer weather can generate direct, immediate impacts—for example, through more intense,



13

DNI’s Final ATA Oral Remarks to $SCI- April 14, 2021

frequent, and variable extreme weather events, in addition to driving conflicts over scarce natural
resources. The changing climate, conflict, and economic deprivation will drive vulnerable populations
from their homes, heightening humanitarian needs and increasing the risk of political upheaval.

The scourge of illicit drugs and transnational organized crime will continue to take its toll on American
lives, prosperity, and safety. Major narcotics trafficking groups and other transnational criminal
organizations will continue to drive threat streams, while also being used by adversaries, employing
cyber tools to steal from U.S. and foreign businesses and use complex financial schemes to launder illicit
proceeds, undermining confidence in financial institutions.

Emerging and disruptive technologies, as well as the proliferation and permeation of technology in ali
aspects of our lives, pose unique challenges. Cyber capabilities, to illustrate, are demonstrably
intertwined with threats from our infrastructure and to foreign malign influence threats against our
democracy. And we need, as you all have stressed to us, to focus on the competition in critical technical
areas such as high performance computing, microelectronics, biotechnology, artificial intelligence,
quantum computing, fiber optics, and metamaterials.

With regard to global terrorism, 1515 and al-Qa‘ida remain the most pressing threats to US interests
overseas. These groups seek to conduct attacks inside the United States, but sustained CT pressure has
broadly degraded their capabilities. Domestically, lone actors and small cells with a broad range of
ideological motivations pose a greater immediate threat. We see this threat manifest itself in
individuals who are inspired by al-Qa’ida and ISIS, often called Homegrown Violent Extremism and those
who commit terrorist acts for ideological goals stemming from other influences, such as racial bias and
antigovernment sentiment, which we refer to as Domestic Violent Extremism or DVE. DVE is an
increasingly complex threat that is growing in the United States. These extremists often see themselves
as part of a broader global movement and in fact, a number of other countries are experiencing a rise in
DVE. For example, Australia, Germany, Norway, and the United Kingdom consider white racially or
ethnically motivated violent extremists, including Neo-Nazi groups, to be the fastest growing terrorist
threat they face.

And of course, regional conflicts continue to fuel humanitarian crises, undermine stability and threaten
U.S. persons and interests. The fighting in Afghanistan, iraq, and Syria has a direct implication for U.S.
forces while tensions between nuclear-armed India and Pakistan remain a concern for the world. The
iterative violence between Israel and Iran, the activity of foreign powers in Libya, and conflicts in other
areas, including Africa and the Middle East, have the potential to escalate or spread. Asia has periodic
upheavals such as the Burmese military’s seizure of power in February; Latin America has contested
elections and violent popular protests are likely to continue to produce volatility; while Africa will
continue to see ongoing marginalization of some communities, ethnic conflict, and contentious
elections.

in closing, we face a broad array of longstanding and emerging threats, whose intersection is raising the
potential for cascading crises. Our increasingly interconnected and mobile world offers enormous
opportunities. At the same time, it multiplies our challenges, calling us to even greater vigilance as we
seek to protect our vital national interests, promote resilience, and invest in our institutions and our
people, who will be the only and best answer to addressing these challenges. We have to take care of
our people and so | would be remiss not to note, before ending, a final threat we are tracking —
anomalous health incidents that have affected a number of our personnel. The Intelligence Community
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is taking these incidents very seriously, and is committed to investigating the source of these incidents,
preventing them from continuing, and caring for those affected. We appreciate the support that many
of you have shown for our personnel on this issue, as with everything else we work on around the globe.

We look forward to answering your questions about these and other worldwide threats.
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Chairman WARNER. Well, Director Haines, that was a list of
about as many awful things in 10 minutes as I may have heard in
recent times. Enormous, enormous set of challenges.

I want to drill down on a couple of issues. One, I think in many
ways, this Committee, particularly under the leadership of Senator
Burr, was one of the first to really raise the flag around the chal-
lenges on 5G, where I believe—my personal belief is—that the
United States and the west writ large was a little bit asleep at the
switch, where suddenly we have a rise in China, not only having
a national champion in the case of Huawei, but literally being in-
volved at the standard setting, rule setting, protocol setting in a
way that I think, again, we had not seen in the past.

My question is this: the idea that the IC has to become kind of
that ability to look into where China is rising in a series of areas
of technology development. How do we have that kind of appro-
priate oversight? I'd like you and maybe Director Burns to address
this question. In many ways, this Committee, by default, has be-
come a little bit of the technology committee for the Senate. And
again, I want to commend folks like Senator Cornyn, and Senator
Sasse, and Senator Rubio on things like semiconductors, where
we're taking a lead. We're also trying to look into AI. We're looking
into quantum. We're looking into all this list of rising technology
areas. But how does the IC buildup that expertise of being able to
monitor China’s rise in a variety of technology areas?

If both you and Director Burns—if anybody else—wants to jump
in as well, I'd appreciate it.

Director HAINES. Absolutely. So, thank you, Chairman. I think
I'll start, and hand it over, obviously. This is an area, obviously,
that you've had a lot of interest in, and I know the Committee has
really helped us think through, in a sense. But it is absolutely true
that we are focused on this issue. We think it’s incredibly impor-
tant, as you’ve indicated. And as you note, it’s not just about 5G,
which obviously is one piece of the puzzle, but it’s across a whole
series of technology sectors where China is increasingly catching up
to us, in effect, and where we see that they’re contesting our lead-
ership, in effect, in these areas.

And the implications are the things that I think we can help to
supply to the policy community, both the pace at which they are
moving, but also, what are the implications for national security,
and what should they be focused on and prioritizing, as well as un-
derstanding, in a sense, what the implications are for supply chain
and for resilience, and how we can actually address these issues
satisfactorily.

But I think as your question implies, it means that we need to
be as smart about technology as any other part of the U.S. Govern-
ment and our society. And I think that is something that we have
been working on, and bringing in the expertise that we need to the
Intelligence Community. It’s a workforce issue. It’s also retaining
that expertise and making sure that we have expertise to do that.
But it’s also exchanging and deepening our partnership with the
private sector and with other parts of the government. And in
many respects, that’s a major push that we’re involved in, where
we now have legislation, thanks to you, about public-private part-
nerships, other mechanisms that we can use to try to ensure that
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we're doing exchanges that are deeper than just having a meeting
and a discussion, but actually having people go in and out. And I
think that’s going to be a big part of us ensuring that we under-
stand the implications of this, as well as sharing information with
the private sector in appropriate ways, and obviously lawful and
respectful of privacy and civil liberties. But nevertheless, critical
for us to understand their perspective and for us to share our own
perspective in certain ways, so that we can actually manage this
and help the public and the policy community in particular under-
stand those issues.

Chairman WARNER. Director Burns, do you want to—?

Director BURNS. Yes, Sir. I would just add very briefly that I ab-
solutely agree with you that competition in technology is right at
the core of our rivalry with an increasingly adversarial Chinese
Communist Party and Chinese leadership in the coming years.
That requires us at CIA working with our partners across the In-
telligence Community to do two things, at least, strengthen our
own abilities, which we’ve worked very hard on in recent years.
Two of the five CIA directorates on Digital Innovation and Science
and Technology are focused primarily on tech and cyber issues
right now. Nearly one-third of our officers of our entire workforce
are focused primarily on the technology and cyber mission today.
So, that’s a reflection of the priority that we need to continue to
attach. Partnerships are equally important, not just across the In-
telligence Community, and with the private sector, as Director
Haines stressed, but also with foreign partners as well. And as you
know, we’ve had some success over the last few years in working
with foreign partners to help highlight the risk on 5G technology
that critical dependencies on Huawei can provide, working with
them to try to highlight ways in which we can become more resil-
ient, including on semiconductors as well.

Chairman WARNER. I think we’re going to need to make sure we
draw upon all parts of the government: the Commerce Department,
OSTP, others, our friends on the DOD side of the house. I don’t feel
like we have that one centralized place to make those assessments
about China. And the vast majority of Members of the Committee
have joined in bipartisan legislation to try to create, in a sense,
technology alliances amongst democracies around the world. I
think we’re going to need that coordinated effort to take on this ex-
traordinarily challenging issue with China.

Senator Rubio.

Vice Chairman RUBIO. Thank you. So, about a year and a half
ago, a bat virus infected human beings, and transferred into some-
thing that infected human beings. I don’t need to tell everybody
what’s happened since then. The official answer for why it’s hap-
pened, when it is a possible answer, is that this was a new zoonotic
transmission—that it crossed over from an animal into a human.
But there’s another hypothesis, which is plausible. And that is one
that there was an accident in a laboratory, that ended up impact-
ing the world the way we’ve seen.

And there’s reason to believe that’s plausible.

Number one, researchers at the Wuhan Institute of Virology
have demonstrated from their publication record that they were
skilled at techniques in which they genetically modified bat
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coronaviruses in order to create new man-made viruses that were
highly capable of creating disease in human beings. Second, there
have been several lab leaks documented that have occurred in
China, including ones involving the original SARS virus. And third,
U.S. diplomats who visited the Wuhan Institute of Virology in 2018
Warn(éd of the risks of the subpar safety standards that they ob-
served.

I think this is really a two-part question, and I'll start with you,
Director Haines, but I think Director Burns or General Nakasone
can weigh in. We can’t conclude definitively that the virus that
causes COVID-19 emerged naturally until there’s a transmission
chain that’s been identified—how the virus evolved and trans-
mitted between species. And to date, no such path of zoonotic
transmission has been definitively identified.

Are those two things accurate?

Director HAINES. Thank you, Vice Chairman.

So, it is absolutely accurate. The Intelligence Community does
not know exactly where, when, or how COVID-19 virus was trans-
mitted initially. And basically, components have coalesced around
two alternative theories. These scenarios are: it emerged naturally
from human contact with infected animals; or it was a laboratory
accident, as you identified. And that is where we are right now, but
we're continuing to work on this issue and collect information, and
to the best we can, essentially, to give you greater confidence in
what the scenario is. But I'll leave it to my colleagues, if there’s
anything that they want to add.

Director BURNS. No, Sir, Mr. Vice Chairman. I agree with what
Avril said. I mean, the one thing that’s clear to us and to our ana-
lysts is that the Chinese leadership has not been fully forthcoming
or fully transparent in working with the WHO, or in providing the
kind of original complete data that would help answer those ques-
tions. So we’re doing everything we can, using all the sources avail-
able to all of us on this panel, to try to get to the bottom of it.

General NAKASONE. I would just add, Vice Chairman, that to
your parlance, we continue to gather and to analyze and form se-
ries of pieces that we’re looking at, working very, very closely—
partnered with obviously the IC here—but also with a number of
other partners in the interagency and in academia as well.

Vice Chairman RUBIO. The second topic I wanted to touch with
you is, it’s really based on your assessment. This is a quote from
it:

“Beijing has been intensifying efforts to shape the political envi-
ronment in the United States to promote its policy preferences, to
mold public discourse, to pressure political figures whom Beijing
believes oppose its interests, and muffle criticism of China on such
issues as religious freedom and the suppression of democracy in
Hong Kong.”

We're all at this point, I think, well aware of Chinese—of Rus-
sian influence and disinformation efforts. But I think we make a
mistake to not focus on both China’s capabilities and on its growing
and intensifying efforts to involve and engage itself in our political
environment here in the United States. Different aims perhaps, dif-
ferent tactics in some ways, but certainly they have every capa-
bility that the Russians do, and more in many cases. And they are
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certainly interested in molding public discourse and creating pres-
sure on political figures who they don’t like here in the United
States.

I was hoping you could further elaborate on that for the benefit
of the American public.

Director HAINES. Thank you, Vice Chairman.

I'll start, and I have a feeling that others will have things to say
on this, in particular Director Wray. He obviously spends time on
this issue a lot.

I couldn’t agree with you more that this is an issue with both
China and Russia that we are working to try to ensure, frankly,
that we can educate the American public on these issues.

We have, within the ODNI, I'll just speak to that for a moment,
a National Counterintelligence and Security Center that focuses on
this issue, and has done enormous amounts of outreach to the pri-
vate sector. I know we have worked, obviously, with your Com-
mittee to try to have engagements that help to bring this to various
sectors, to help them understand the degree to which China is try-
ing to influence, and also, the degree to which they are engaging
in counterintelligence activities. It’s a top priority for the Intel-
ligence Community, but let me hand it over to Director Wray.

Director WRAY. So, I've testified previously that I don’t think
there is any country that presents a more severe threat to our in-
novation, our economic security, and our democratic ideas. And the
tools in their toolbox to influence our businesses, our academic in-
stitutions, our governments at all levels are deep and wide and per-
sistent. In addition to some of the things that have mentioned in
the threat assessment, I'll just highlight one, which illustrates the
diversity of their tactics.

We had an indictment that we announced I think last fall, that
relates to the Chinese Operation Fox Hunt, which is essentially
them conducting uncoordinated, illegal law enforcement activity
here on U.S. soil as a means to threaten, intimidate, harass, black-
mail members of the same Diaspora that Chairman Warner men-
tioned in his opening comments. And it’s an indication and illustra-
tion of just how challenging and diverse this particular threat is.
We have now over 2,000 investigations that tie back to the Chinese
government. And on the economic espionage investigation side
alone, it’s about a 1,300 percent increase over the last several
years. We're opening a new investigation into China every ten
hours. And I can assure the Committee, that’s not because our
folks don’t have anything to do with their time.

Chairman WARNER. Senator Feinstein.

Senator FEINSTEIN. Thank you very much.

You note in your statement for the record that China, Russia,
Iran, and North Korea have the ability, right now, to conduct
cyberattacks on critical infrastructure and cause temporary disrup-
tions. Additionally, in 2019 you provided examples, including Chi-
na’s ability to disrupt natural gas pipelines for a day to weeks, and
Russia’s ability to disrupt our electrical distribution networks for
hours.

So here’s the question: is this problem getting better or worse?
Are our adversaries more capable of threatening our critical infra-
structure today than they were two years ago?
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General NAKASONE. Senator, thank you very much.

In terms of our critical infrastructure, our 17 sectors of critical
infrastructure, to bluntly answer your question, our adversaries
continue to get better at what they’re doing. I would also tell you,
though, that we are also working very, very holistically across our
government to improve two things: our ability to have resilience in
that infrastructure, and our ability to respond. And we have made
progress there. But there is, as we’ve seen over the past two intru-
sions, the scope, scale, and sophistication of our adversaries today.
That makes us take notice. And we, as a Nation, must take notice
of what our adversaries are doing.

And so cybersecurity for us is national, and we continue to work
at it every single day.

Senator FEINSTEIN. Thank you.

What would you tell the chief executive officers and chief security
officers at our critical infrastructure companies? What actions
should they take? What type of investments do they need to make
now?

General NAKASONE. Senator, I think the first thing is the threat
is real. And I don’t think I have to say that very often because the
chief executive officers and the CISOs know that today.

But I think the second piece is that there is no one industry nor
one sector of our government that’s going to be able to provide us
the defense that’s necessary for our Nation. This is a team sport,
and so this has to be done public and private. This has to be done
between the Intelligence Community, obviously, DHS, DOJ, DEA,
FBI, and Justice. This is really the key piece of our way forward,
which is teamwork.

And I would say that we've learned that from our elections as
well. And I would offer, Director Wray, your thoughts on it.

Director WRAY. So I think you’ve put your finger, Senator, on the
key element of the challenge. The private sector is central to this.
Ninety percent of the country’s critical infrastructure is in the
hands of the private sector. And it’s important to think of cyberse-
curity, not as a single event, but as a campaign. These are no
longer a question of if an institution is going to be compromised,
but when. And so the more important question if I were talking—
and I often am talking—to CEOs and CISOs, is to focus their cy-
bersecurity more than they have in the past inwardly. The key is
how fast you detect the compromise and how fast you remediate it.

And then secondly, the importance of reaching out and coordi-
nating with government. Public-private partnership is at a pre-
mium because we often use, in the threat context, the expression
“left of boom.” You know, we know we all want to get left of boom.
Well, in the cyber arena, one company’s right of boom is left of ev-
erybody else in the same industry’s boom.

And so we need that first company—and someday you’re going
to be the first company if you're a CEO, someday you're going to
be the second or third or fourth company—we need in every in-
stance those companies to be stepping forward, promptly reaching
out to government so that we can prevent the threat from metasta-
sizing across the rest of the industry.
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Senator FEINSTEIN. Well, let me ask this follow-up: what invest-
ments does the IC need to make, what steps do you need to take,
in order to change this status quo?

Director WRAY. Well, I think we’re working more and more close-
ly than ever across the IC on the issue and so that level of partner-
ship and integration is going well and continues to improve and is
important. But I think the bigger piece is more and more public-
private engagement between the IC and the private sector.

And I know that there has been discussion about different ways
to incentivize the private sector to come forward more quickly and
promptly and fulsomely. And I think those are our key to our fu-
ture on this issue.

Senator FEINSTEIN. Thank you.

Chairman WARNER. And I would simply add, very briefly, that
one of the things I think you both made, General Nakasone and Di-
rector Wray, very clear: that while some of these attacks have only
exfiltrated information they could have turned into denial of serv-
ice and really wreaked enormous havoc with our whole economy.

Senator Burr.

Senator BURR. Thank you, Mr. Chairman, and welcome to all of
our witnesses. I think of all the partnerships that exist in Wash-
ington, the one between the Committee and these agencies is the
single most important one that we have.

A couple of observations. The U.S. Government’s technology pol-
icy, whether development or deployment, if it exists at all, it’s stu-
pid. I'm not speaking to the five agencies that you represent, be-
cause you internally do process new technologies in a totally dif-
ferent way than the whole of government. But that doesn’t work
when it’s limited just to the Intelligence Community, which has to
do it for their job.

And dovetailing on Senator Warner’s 5G comment, just a per-
sonal observation. I've never seen an issue that came before this
Congress or this country that deserved a response from Five Eye
partners more than 5G. And I think we’ve always looked through
a tunnel and said: Five Eyes is an intelligence-sharing structure
and it’s limited to that.

When we talk about things that are outside of the norm, and the
future is going to be all outside the norm, why don’t we leverage
the relationships that we have and realize that all smart people
don’t exist here? If they did, we wouldn’t have a problem with
China. So it’s not just the cost, it’s the power of the intellectual ca-
pacity that’s out there that Five Eyes brings to a solution for the
5G problem.

Having said that, I'm going to start with to the right, my right,
with Director Wray. Just give me an approximate percentage of
your workforce, both domestically and internationally, that are vac-
cinated today.

Director WRAY. I'm not sure that I can give you an approximate
percentage, because with us, unlike some of the other agencies, our
folks are vaccinated in individual states based heavily on those
states’ pace of roll-out of the vaccination. So we have some field of-
fices where we’re close to 100 percent and we have some field of-
fices where we're quite a bit lower. So it’s uneven, but it’s on a good
trajectory.
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Senator BURR. Director Burns.

Director BURNS. Senator Burr, about 80 percent of our workforce
across the world is fully vaccinated today; and another 10 percent
has received the first shot, the first vaccine shot. But what I've
been most focused on is: are my colleagues in the field, and 100
percent of them today have the vaccine available to them.

Senator BURR. Director Haines?

Director HAINES. Senator Burr, 86 percent, I believe, of our work-
force has received the first shot at least, and a fair percentage of
that has been vaccinated twice.

Senator BURR. General, Nakasone.

General NAKASONE. Senator, I don’t know if I can give you an
exact percentage, based upon the fact that outside of Fort Meade
we have, obviously, had a focus with the Department of Defense
and Department of State to vaccinate our personnel. Within Fort
Meade, we have focused on setting up our own vaccination site, and
so both being a military and civilian community, we have an oppor-
tunity to not only get the vaccine off reservation but also at Fort
Meade.

Senator BURR. General Berrier.

General BERRIER. Senator, approximately 40 to 50 percent of the
DIA workforce has had at least one of the two shots, and that’s ex-
ponentially increasing. Starting from last week to this week on An-
drews Air Force Base and Joint Base Anacostia Bolling, thousands
of vaccinations have come in and we’re taking advantage of that.

Senator BURR. Thank you for that, General.

Observation, there are only three members of the U.S. Congress
that served on the Intelligence Committee on 9/11. All three of
them sit on this Committee: Senator Wyden, Senator Feinstein,
and myself.

The foreword to the Worldwide Threat Report says, “ISIS, Al-
Qaeda and its militant allies continue to plot terrorist attacks
against U.S. persons and interests.”

Director Haines, were you at the table when the decision was
made to exit Afghanistan?

Director HAINES. I was at the table for a number of discussions
leading up to the decision. I'm not sure that the decision was made
in a specific meeting.

Senator BURR. I'll explore additional questions in the closed ses-
sion as it relates to Afghanistan.

General Nakasone, we are all focused on this cyber hack. Do you
believe that new authorities are needed for you or other agencies
to address the defensive mechanisms we need today and in the fu-
ture? And Director Wray, do you believe that there are legal
changes that need to be made that facilitate either government or
the private sector being able to get ahead of what we've seen with
SolarWinds and with Microsoft?

General Nakasone.

General NAKASONE. Senator, I'm not seeking legal authorities ei-
ther for NSA or for U.S. Cyber Command. My intent in my discus-
sions has always been, though, is to state that with an adversary
that has increased its scope, scale, and sophistication, we have to
understand that there are blind spots in our Nation today.
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And one of the blind spots that our adversaries are using is the
fact that they are utilizing U.S. infrastructure in a means upon
which we cannot surveil that, whether or not in the Intelligence
Community or in the law enforcement community, to be able to
react quick enough to what they’re doing.

The second piece is to what the Chairman had mentioned in his
opening statement. We are troubled in terms of being able to un-
derstand the depth and breadth of an intrusion based upon the fact
that for a number of good reasons, some of them, obviously, legal,
that much of the private sector does not share this information
readily. And so, while there is no one solution to what’s going on,
I think we have to understand the program in totality.

Director WRAY. I agree with General Nakasone, and I would just
add a few points.

I've referenced before the importance of the private sector piece
of this. And I think to the extent that there’s a need for a signifi-
cant change, that’s one of the places where the most significant
progress could be achieved.

The reality is that adversaries try to use U.S. infrastructure for
a variety of reasons, and one of them is to try to blend in with le-
gitimate traffic that exists there. And the private sector, which con-
trols 90 percent of critical infrastructure and an even higher per-
centage of our PII and our innovation, has the key dots as part of
the overall connecting-of-the-dots phenomenon.

So I know, for example, the Cyber Solarium Commission took a
hard look and recommended a mandatory breach notification law.
That’s a possibility. Things like that which further strengthen the
glue between the private sector and the Intelligence Community
and the rest of the government, I think, have ultimately got to be
the key ingredient to any long-term solution.

Thank you.

Chairman WARNER. Senator Wyden.

Senator WYDEN. Thank you very much, Mr. Chairman, and
thank you all for being here.

A couple of quick questions. We told you, Director Haines and Di-
rector Burns, I'd be touching on these this morning. And I'm ask-
ing, really, because I was very encouraged by some of your initial
comments with respect to transparency. And I think there’s an op-
portunity now to usher in a new set of rules that give Americans
information about the basic rules under which the government con-
ducts its operations.

So two quick yes or no answers.

For you, Ms. Haines. Senator Heinrich and I sent you a letter ex-
plaining why information related to a CIA program needs to be de-
classified. The information is contained in a report from the Pri-
vacy and Civil Liberties Oversight Board, and those reports are re-
quired to be made public to the greatest extent possible.

Will you get back to us within 30 days about whether you intend
to declassify the information, Director Haines?

Director HAINES. Thank you, Senator Wyden.

We just received the letter and absolutely intend to look at it. I'm
happy to get back to you within 30 days to let you know our views
on that. I defer to Director Burns, if he has anything further.

Director BURNS. No, I agree, we'll get back to you very quickly.
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Senator WYDEN. Very good.

And along the same lines, Director Haines. I sent you all a letter
explaining why certain information about FISA needs to be declas-
(siiﬁed. Again, my request would be to get an answer within 30

ays.

Director HAINES. Understood. Thank you, Senator.

Senator WYDEN. Great.

Director HAINES. Absolutely.

Senator WYDEN. I appreciate that.

Now, I do want to turn to this question of SolarWinds, and I
want to start with you, General Nakasone, if I might.

My concern is that the government’s response to this extraor-
dinary hack is just going to be to throw a bunch more money at
the same companies that sold the government insecure products
that the hackers exploited. And, really, what we’re talking about
with that approach is cyber-pork.

Now, I also believe that security and liberty aren’t mutually ex-
clusive—we can have both. And so, I was concerned about a recent
suggestion you made that the government’s ability to detect and
stop the SolarWinds campaign was hampered by the need to get a
warrant before conducting surveillance of the domestic Internet.
Now, my understanding is that the government has the ability now
to watch every bit of data going in and out of a Federal network,
including the SolarWinds malware. And yet, the hacking of nine
Federal agencies somehow went unnoticed.

So what I'd like to see is if we can all agree before seeking new
powers to surveil the domestic Internet, we all ought to be working
together—you, DHS, all of the agencies—so that more can be done
to detect hacking that’s going on in our own networks.

What is your thinking on that?

General NAKASONE. Senator, I think you point out really the im-
portant piece here, is that there is no one answer to this question.
And so as I've talked about, we need the Intelligence Community
being able to see what’s going on outside of our borders. We need,
obviously, our law enforcement capabilities to be able to under-
stand what’s going on, obviously, within the United States. We
need government to be resilient upon which these intrusions are
taking place.

The challenge we have right now, though, Senator, is what our
adversaries are doing is not spear phishing. It’s not guessing pass-
words. It’s utilizing supply chain operations. It’s using zero-day
vulnerabilities—those vulnerabilities that a provider doesn’t even
know about. We call that “above best practices.” And when they do
that, we need this total entire capability to bring to that.

So again, I think as we take a look at our capabilities—as adver-
saries move into U.S. infrastructure—to make sure that we can
identify them and be able to alert what’s going on is going to have
to be looked at, Sir.

Senator WYDEN. My point is only, General, let’s look at ways to
shore up our own house first before we start talking about ap-
proaches that could unravel some of these sacred Constitutional
rights that Americans feel so strongly about. And I’ll follow-up with
you on this when we'’re offline.

Director Wray, a question for you.
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In July, I sent you a number of questions related to FBI oper-
ations in Portland last summer. I asked for responses that I could
share with my fellow Oregonians who want to know what hap-
pened in our State. I'd like to ask you now, can I have those re-
sponses within two weeks?

Director WRAY. We’d be happy to try to get a response back to
you in two weeks. I'll have to take a closer look at the specific
items.

Senator WYDEN. Great. One last question if I might, and I think
this would be appropriate for Director Haines.

You and I have been talking about this question of privacy being
at the mercy of unscrupulous data brokers. One of part of the solu-
tion is making sure that when the government wants Americans’
records, it goes through a legal process. The other is making sure
our adversaries can’t buy up this data, which includes the private
records of U.S. Government officials.

During your confirmation process, you agreed that this could
harm national security. Would you support legislation, work with
us, to keep all of this data out of the hands of our adversaries?

Director HAINES. Thank you, Senator.

So I think we had a conversation, absolutely correct, on commer-
cially-acquired information and how it is that the Intelligence Com-
munity deals with it. And I think I absolutely agree with you that
we need to establish a framework that is clear and that has privacy
and civil liberties at its heart, and also addresses the functionality
of it for the Intelligence Community.

So I think that is one issue. And I believe in trying to produce
that framework in a way that allows the American public to see
what the framework is, essentially, even if they don’t have visi-
bility into the particular transactions or what we are doing to push
for that. And so that’s one piece.

I think on the second piece, I agree with you that there’s a con-
cern about foreign adversaries getting commercially-acquired infor-
mation as well, and am absolutely committed to trying to do every-
thing we can to reduce that possibility in the national security
arena.

Senator WYDEN. I'll follow-up with you promptly. Thank you, Mr.
Chairman.

Chairman WARNER. Senator Risch.

Senator RiscH. Thank you, Chairman Warner.

My first question is for Director Burns, based on your long his-
tory of dealing with issues in the Middle East. One of the things
I found missing from this report, and obviously, it’s always easy to
criticize something—a product you didn’t help produce. But there’s
an absolute dearth of reference here to the Abraham Accords,
which seems to me to change dramatically what’s going on in the
Middle East.

And obviously, it’s a threat assessment, but it seems to me
Wh}elzther a threat is increased or decreased ought to be mentioned
in here.

Could you give me your thoughts on what effect the Abraham Ac-
cords are having? I think most of us know, but I'd like to get on
the record your thoughts of what affect the Abraham Accords is
having, inasmuch as it’s not included in the assessment?
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Director BURNS. Yes, Sir.

Well, I believe the Abraham Accords, as I mentioned I think in
my confirmation hearing, were a very positive step for the United
States, for Israel, and for the wider interest of stability and secu-
rity in a region in which stability and security are often in short
supply.

I know it’s the intention of this Administration to try to build on
the Abraham Accords and expand the number of countries who are
willing to engage and normalize with Israel. It’s never an easy
task, but I think it’s a very important one.

Senator RisCH. Thank you. I appreciate your thoughts on that.

Next one is for Director Haines. Your office is prominently on the
front page. So again, I'm going to talk about something I think that
needs more than what—for consumption by the American public.
On page 20, you talk about the cyber threat. Back in the day when
this annual threat assessment was done every year, it was a lot
easier when we were talking about symmetric kind of threats that
we face.

Today, we live in an asymmetric world. And with all due respect,
I really think that the cyber provision here should have been ex-
panded. And I think the threat should have been underscored more
than it was, particularly in light of the fact that in my judgment,
I think our most urgent threats are asymmetric rather than sym-
metric. And cyber is obviously right in the heart of that.

Could you give me your thoughts on that, please?

Director HAINES. Absolutely.

Senator, I think there’s nobody that would disagree with you in
my experience in the Intelligence Community that cyber is a major
threat and that our asymmetric threats are critical. The debate
really centered on whether or not, in a sense, to emphasize it more
in this section or to do so as we have done in the state actor threat
piece, where you’ll see that we've identified the cyber threats that
are associated with many of the state actors that are our greatest
adversaries in this space.

And so it is not intended to reflect a lack of prioritization or em-
phasis on it, but rather the fact that it really imbues the entire
threat assessment in many respects. Sort of pulling on it in dif-
ferent categories is critical.

Senator RISCH. I appreciate that. And we know that over the
years, the threat when it comes to cyber was mainly non-state ac-
tors. But a worrisome trend is more and more were seeing state
actors involved in cyber activity that threatens us. And I think
probably the reason is, is there doesn’t seem to be that much of a
price that they pay for this. And it seems to me that that should
be underscored more in the report. Your thoughts?

Director HAINES. Thank you, Senator. I mean, I think you’re
right to indicate that we have as a country—and I think from a
policy perspective—we’ve seen policymakers struggle with how to
effectively deter these types of attacks, whether from non-state ac-
tors or state actors and how to address that issue. And a lot of time
a?d effort has been spent on that, and I know you’re well aware
of it.

I think in the context of transnational organized crime, in effect,
there is work that is being done to try to deter it through a variety
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of means. But whether it’s effective, I think it’s fair to say that it’s
not as effective as we’d like it to be. I think General Nakasone may
have more views on this, and defer to him as well if you're willing.

Senator RiSCH. My time is almost up, but glad to hear your
thoughts.

General NAKASONE. Senator, I think as the Director pointed out,
this is an instrument of national power now by many countries.
And so, one of the things that I think our Nation has done over
the past years is really realize that we must be continually in-
volved in this domain in cyberspace. This is what we’ve learned
over the past two elections. We will continually be involved well
hnto the future as we take a look at what our adversaries want to

0.

Senator RISCH. I appreciate that. I have other questions, but will
save it for the closed session. Thank you.

Chairman WARNER. I think Senator Risch makes a good point,
and I think it raises the issue again of attribution and doing that
in a timely manner.

Senator HEINRICH.

Senator HEINRICH. Thank you, Chairman. As we witnessed on
January 6, the most serious threat to our democracy sometimes
comes from within. Last December, over four months ago now, I
wrote a letter to FBI Director Wray and the acting director of the
DHS Intelligence and Analysis Office, asking for a public written
assessment of the threat that QAnon poses to our country.

Director Haines, I want to thank you for following up on your
commitment to ensure that we received a response to that letter.
On February 11, I did receive a response, but unfortunately it was
designated for official use only. That means it’s not classified, but
it still cannot be made public. And so I've spent the last two
months working with the FBI to get this assessment downgraded
into the public realm, with no success.

Now, the Constitution protects the advocacy of all kinds of beliefs
and views, even those that philosophically embrace violent tactics.
But the public deserves to know how the government assesses the
threat to our country from those who would act violently on such
beliefs. And that’s the public assessment that I asked for.

So Director Wray, why is it that you cannot or won’t tell the
American people directly about the threat that adherents to the
QAnon conspiracy theory presents?

Director WRAY. So, Senator, I appreciate your question.

First, let me say that I think in our effort to get you information
about what is in many cases ongoing law enforcement investiga-
tions, we were trying to give you as much information as we could
in an unclassified way. I recognize the FOUO dimension com-
plicated things. And my understanding is that my staff is working
with yours, and we should be able to get you a fully unclassified
version very shortly.

In the meantime, let me say this. You know, we focus on the vio-
lence and the Federal criminal activity, regardless of the inspira-
tion. We understand QAnon to be more of a reference to a complex
conspiracy theory or set of complex conspiracy theories largely pro-
moted online, which has morphed into more of a movement. And
like a lot of other conspiracy theories, the effects of COVID—anx-
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iety, social insulation, social isolation, financial hardship, et
cetera—all exacerbate people’s vulnerability to those theories. And
we are concerned about the potential that those things can lead to
violence.

And where it is an inspiration for a Federal crime, we're going
to aggressively pursue it. And in fact, we have arrested at least five
self-identified QAnon adherents related to the January 6 attack
specifically.

Senator HEINRICH. Director, let me follow-up a little bit on that.
You're no doubt familiar with some of the public speculation that
Q is really Ron Watkins, the administrator of the Internet image
board 8kun, formerly known as 8chan. Whether or not Watkins is
Q, he and his father clearly are responsible for hosting these sites
and co-opting further in the QAnon conspiracy phenomenon.

Given the prominent role that QAnon did play in the January 6
attack on the Capitol, what are the potential legal repercussions for
those who might be primarily responsible for propagating these
sorts ?of dangerous and in some cases violent messages in these fo-
rums?

Director WRAY. Well, I think your question starts to raise dif-
ferent legal theories. We obviously, again, have to be careful to be
focused on violence, threats of violence, and things that violate
Federal criminal law. That doesn’t mean that rhetoric isn’t a soci-
etal problem that doesn’t need to be addressed. But from the FBI’s
perspective, from a law enforcement perspective, we try to be very
careful to focus on violence, threats of violence, and associated Fed-
eral criminal activity.

There may be certain instances where language becomes part of
a conspiracy, for example. And there are instances where there are
other Federal statutes which may be violated. But again, those are
complicated questions which I would refer to the lawyers over at
the Justice Department.

Senator HEINRICH. So for any of you, as a follow-up, I think a
few years ago as a Nation, we really put enormous effort into un-
derstanding the mechanisms by which violent extremists and
groups like the Islamic state, for example, became radicalized in
chat rooms and online forums.

Are we applying that rigor to the DVE radicalization problem?

Director WRAY. So we are using our joint terrorism task forces,
of which we have over 200 all around the country, to investigate
not just the homegrown violent extremists, the Jihadist-inspired
terrorists, but also the domestic violent extremists. And certainly
in both cases, there are a lot of parallels. You have individuals
largely able to connect online. It provides a greater decentralized
connectivity. And as I have said before, terrorism today—and that
includes domestic violent extremism—moves at the speed of social
media. And so that means recruitment. That means planning,
training, dissemination of propaganda, et cetera. All those things
that apply and that happen on the Jihadist-inspired side in many
cases are also happening on the domestic violent extremist side.
Obviously, there are on the domestic extremist side, Constitutional
protections, and chronic and legal challenges that we have to be
mindful of, especially given some of the history in this country
clearly.
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Senator HEINRICH. Yes, clearly.

Thank you.

Chairman WARNER. Senator Collins.

Senator COLLINS. Thank you.

Director Burns, let me take this opportunity to thank you pub-
licly for your focus on the medical injuries suffered by CIA and
other personnel that are commonly referred to as the “Havana Syn-
drome.” I'm going to have a question for you on that when we're
in closed session, but I did want to publicly thank you and ac-
knowledge your efforts.

I want to turn to Afghanistan, Director Burns. Our country has
already sharply reduce its footprint in this country. There’s no
doubt that Americans are tired of our endless wars in Afghanistan.
But there are many experts who are warning of the adverse con-
sequences of President Biden completely withdrawing our troops
and our presence in Afghanistan. If, as many experts predict, the
Taliban will make significant territorial gains once U.S. forces are
gone. What would be the implications for U.S. interests both re-
gionally, here at home, and globally?

And if I've directed it to the wrong person, feel free to—.

Director BURNS. Well, Senator Collins, thank you very much for
the question and thank you for your earlier kind comments.

I promised in my confirmation hearing that I take very seriously
ensuring that our colleagues at the CIA, but also working with my
partners on this panel, receive the care that they deserve, and that
we get to the bottom of the question of what caused these incidents
and who might have been responsible. And I look forward to stay-
ing in close touch with you on that. I know my colleagues at CIA
deeply appreciate your personal commitment on this issue.

With regard to Afghanistan, I'll begin and then turn to Director
Haines.

I guess what I would say at the start is that I think we have to
be clear-eyed about the reality, looking at the potential terrorism
challenge, that both Al-Qaeda and ISIS in Afghanistan remain in-
tent on recovering the ability to attack U.S. targets, whether it’s
in the region, in the West, or ultimately in the homeland. After
years of sustained counterterrorism pressure, the reality is that
neither of them have that capacity today and that there are ter-
rorist groups, whether it’s Al-Qaeda in the Arabian Peninsula or in
otger parts of the world, who represent much more serious threats
today.

I think it is also clear that our ability to keep that threat in Af-
ghanistan in check from either Al-Qaeda or ISIS in Afghanistan
has benefited greatly from the presence of U.S. and coalition mili-
taries on the ground and in the air, fueled by intelligence provided
by the CIA and our other intelligence partners. When the time
comes for the U.S. military to withdraw, the U.S. Government’s
?bility to collect and act on threats will diminish. That’s simply a
act.

It is also a fact, however, that after withdrawal, whenever that
time comes, the CIA and all of our partners in the U.S. Govern-
ment will retain a suite of capabilities, some of them remaining in
place, some of them that will generate, that can help us to antici-
pate and contest any rebuilding effort. And further, it’s a fact that
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there are a number of other variables, I think, involved on that
question of rebuilding. It’s the role the Taliban themselves play.
They’ve been fighting against ISIS in Afghanistan for many years,
whom they view as a very potent ideological rival. They have an
obligation to ensure that Al-Qaeda is never again able to use Af-
ghanistan as a platform for external plotting.

There’s the question of the continuing capacity of the government
of Afghanistan with our support to fight terrorists. And there’s the
question of whether or not Al-Qaeda or ISIS in Afghanistan or
ISIS, in general, seeks to relocate fighters and leaders to Afghani-
stan as well. There’s the question of the role that neighbors play
who also have a concern about spillover from Afghanistan.

So all of that, to be honest, means that there is a significant risk
once the U.S. military and the coalition militaries withdraw. But
we will work very hard at CIA and with all of our partners to try
to provide the kind of strategic warning to others in the U.S. Gov-
ernment that enables them and us to address that threat if it
starts to materialize.

But, over to you.

Director HAINES. No, Senator, I think I fully agree with Director
Burns’ analysis, and that is the Intelligence Community’s perspec-
tive on this issue.

Senator COLLINS. Thank you.

Chairman WARNER. Senator King, I believe, online on WebEx.

Senator KING. Thank you, Mr. Chairman.

I want to start with an issue that has been touched upon, and
that is the gap in intelligence coverage between our foreign-facing
agencies and domestic agencies. I think Director Wray referred to
it as a blind spot. How do we deal with this? Director Haines, this
SolarWinds is a perfect example. It was Russian motivated, Rus-
sian instituted. They did the work, but it was implemented through
servers and infrastructure within the United States. So they went
through this blind spot, if you will.

What are your suggestions of how we deal with this, bearing in
mind the obligations of the Fourth Amendment and the protection
of privacy of American citizens?

Director HAINES. Thank you, Senator King.

I think it’s an excellent question, and it’s one obviously that
we're struggling within a series of areas in our discussion of DVE,
in our discussion of cyber, in areas like malign influence, and so
on. And I think, from at least my perspective, we are working
through each of these issues very carefully to ensure that we'’re
complying with the law; that we’re within our authorities; that
we're doing what we should be doing. And taking into account pri-
vacy and civil liberties and the questions that are so critical to any-
time that we are collecting intelligence along these lines and trying
to combine, in effect, domestic and intelligence sources.

And in that space, trying to then also provide analysis that gives
people the full picture. But I think, as General Nakasone noted,
there are some real challenges that we’re facing in this area. And
I think—.

Senator KING. Well, let me ask a specific follow-up, perhaps to
General Nakasone.
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If you see activity of this kind in your work overseas, are you al-
lowed to tip the FBI and say, we think this is happening, you
should follow-up?

General NAKASONE. Certainly, we are allowed to do that. We do
that quite frequently, regularly with Director Wray’s folks, and
they do a very good job.

Senator, if I can just lay this out just a bit, because I think it’s
important to understand the whole spectrum of it. So it does begin
overseas, understanding what our adversaries are doing outside
the United States. To Director Wray’s point, in the United States,
it is the public-private partnership. We need to be able to under-
stand that when adversaries come into the United States and use
our infrastructure, whether or not as servers or Cloud providers,
that there is coverage on that.

It’s also this idea that we understand what an intrusion may
have taken place. So this idea of being able to understand the data
that may be lost and be shared is really important.

And then the last point is, is that we need, obviously, the public
and the private industry to have the most resilience possible. And
so there is a complete responsibility there. But I would offer—.

Senator KING. I've got limited time, Director, so let me follow-up
on a different question. But I think this is something that bears a
lot of discussion. And I hope you all will share with us your think-
ing of whether we need to change authorities or how we fill in this
blind spot, maintaining our protection of privacy in our country.

General Nakasone, four or five years ago, I asked one of your
predecessors a simple question. Do our adversaries fear our re-
sponse in cyberspace? Are they deterred to the point of changing
their calculus as to whether or not to launch a cyber-intrusion or
an attack against us? I want to ask you the same question.

Is there an adequate deterrent or is this something we still need
to establish more clearly as a matter of policy?

General NAKASONE. So Senator, I'm not sure in terms of whether
or not our adversaries fell that or are necessary, but here’s what
I know that our adversaries understand that’s different today than
it was several years ago: that we are not going to be standing by
the sidelines, not being involved in terms of what’s going on with
cyberspace and cybersecurity. Over the past several years, whether
or not it’s been defending our elections or being able to provide
quicker attribution, this is our focus. And this has been the focus
of the Agency in the IC and across our government.

Senator KING. Thank you.

And I know that I'm out of time. Director Burns, one question
for the record, please. If you could provide an estimate of climate
refugees over the next decade or 15 years or so, I think that’s going
to be a very significant national security challenge. How many ref-
ugees does your agency estimate will be on the move because of the
inhospitable climate in their region? That’s something you can give
me for the record. I'd appreciate it.

Thank you, Mr. Chairman.

Chairman WARNER. Thank you.

Senator BLUNT.

Senator BLUNT. Thank you, Chairman.
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And Director Haines, Director Burns, and General Berrier, I
think this is the first time the three of you have appeared at this
particular hearing. And certainly, we're glad and grateful to have
all of you here.

Director Haines, let’s talk a little bit. You and I have talked
about the overhead architecture issues. Part of the development of
how you use Al is how much information you have to continually
train on. We may talk about that later this afternoon. But for right
now, the Chinese have announced public plans for 138 satellite
commercial constellations that can image around the globe every
ten minutes. How big a risk is that for us? And what can we do
to enhance our own diversity by expanding the number and the di-
versity of the satellites we have up there, providing constant infor-
mation, commercial and non-commercial?

Director HAINES. Thank you, Senator.

I think it may be useful to have a further discussion about this
in closed session, but I think there’s just no question as a general
matter, that China is focused on achieving leadership in space, in
effect, as compared to the United States and has been working
hard on a variety of different efforts in this area to try to contest
what has been presumed our leadership in these areas. And I think
for the detalils, let’s discuss in closed session.

Senator BLUNT. Well, I think we’d want to do that and look at
both the diversity of what we have up there and how it competes
with what they’ll have.

On a really different question, Director Burns, you have exten-
sive personal knowledge and experience with Putin. How do you as-
sess what he’s doing right now near and in the eastern Ukraine
and the impact that that may have? Is this an actual movement?
Do we think it’s a bluff to try to get concessions? A little of both?
What do you think about the Putin actions right now as it relates
to Ukraine?

Director BURNS. Well, Senator, thanks for the question.

I think, as I said in my confirmation hearing, most of my white
hair came from serving in Russia and dealing with Putin’s Russia
over the years. So, one thing I've learned is not to underestimate
the ways in which President Putin and the Russian leadership can
throw its weight around.

I think—and I'll turn to General Berrier about this in a mo-
ment—but I think, obviously, the Russian military buildup in Cri-
mea and alongside the border of the Donbas is a serious concern.
I think it could be a combination of the things that you mentioned,
signaling a way of trying to intimidate the Ukrainian leadership.
Signals to the United States. But also that buildup has reached the
point where it also could provide the basis for limited military in-
cursions as well.

And so it’s something not only the United States, but also our
allies have to take very seriously. And I know Director Haines and
I and others have been involved and a number of briefings and con-
versations with our allies as well, so that we’re sharing information
and they share that same concern. I think, that we have as well.
And that was part of the purpose of the President’s call yesterday
to President Putin was to register very clearly the seriousness of
our concern.
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Senator BLUNT. Good. We could probably talk about that more
later, too.

General Berrier, what’s your sense of what’s happening there
and the concerns we should have about it?

General BERRIER. Senator, working with our partners in Joint
Staff J2, European Command, NATO, and our key Five Eyes part-
ners, the Russians have positioned themselves to give themselves
options. So as we've watched that buildup of forces, they could ac-
tually be going into a series of exercises starting any time, or they
could, if they chose to perhaps do a limited objective attack. They
may take that option. We don’t know what the intent is right now.
I agree with Director Burns and his assessment of that. And we
can go into more detail in the close session, Sir.

Senator BLUNT. OK. Let me see if I can get one more question
in, General Berrier. We know that our adversaries, and no matter
what level of involvement they had in the pandemic, we can see
now the impact that has on a big open free society like ours. But
they also can see the impact it has on the military, like what hap-
pened on the “USS Theodore Roosevelt” and in other places.

What are we thinking about as a potential way we’d respond to
similar circumstances from a defense point of view?

General BERRIER. Senator, the pandemic has given us insights on
how we can do our jobs better, should this happen again. In terms
of readiness of our key adversaries that we watch, I think initially
it did have an impact on the readiness of those forces, although
they seem to have overcome that. As an example is what we’re see-
ing with the Russians in the Ukraine and the Crimea right now
does not appear to be impacted by COVID, and so, we continue to
watch that very carefully across the spectrum of foreign military
intelligence.

Senator BLUNT. Thank you. Thank you, Chairman.

Chairman WARNER. I think a number of us are very interested
in Senator Blunt’s questions about Ukraine. We look forward to
that this afternoon.

Senator BENNET.

Senator BENNET. Thank you, Mr. Chairman, and thank you all
for being here today. I really appreciate it. In the annual threat as-
sessment, Director Haines, you wrote that, “Beijing is working to
match or exceed U.S. capabilities in space, to gain the military eco-
nomic and prestige benefits that Washington has accrued from
space leadership.” You also wrote that, “China has counter-space
weapons capabilities intended to target U.S. and allied satellites.”

In December 2020, U.S. Space Command said that Russia con-
ducted a test of a direct descent anti-satellite missile, which if test-
ed on actual satellite or used operationally would cause a large de-
bris field that could endanger commercial satellites and pollute the
space domain.

Could you tell the American people what we are doing to main-
tain our superiority in space, and what the role of the private sec-
tor is in doing that?

Director HAINES. Thank you, Senator.

I would say that—well, obviously, we’ll have a further discussion
in close session. But the private sector has just become increasingly
important in our efforts to contest and to work, essentially, against
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contestations to our leadership in space. But what I can say is that
we have been working very hard to ensure that the policy commu-
nity understands, and that obviously we support Space Force in its
work to promote, in effect, U.S. leadership in space. And it’s been
an area where we benefit, as we’ve indicated, economically, from a
security perspective, from a communications perspective, and from
the perspective of just understanding and intelligence perspective.
And all of those things are areas where we want to ensure that we
continue U.S. leadership in this area, and we’ll get into further de-
tails after—.

Senator BENNET. I look forward to our conversation later.

Director Burns, according to Freedom House, democracy around
the world has been in retreat for 15 years against
authoritarianism. And we know that countries like China and Rus-
sia want nothing more to continue that for another 15 years, or
maybe another 50 years. How do you assess the primary threats
to democracy around the world, and which regions have we seen
the most significant democratic retreats? Which regions do you con-
s}ildeg most at risk, and how are our adversaries thinking about
this?

Director BURNS. Thanks, Senator.

Senator BENNET. I probably should have called you Secretary
Burns when I asked you this question, but I couldn’t resist.

Director BURNS. No, thanks, Senator, very much. Well, I think
the problem of erosion of democracies, as Freedom House points
out, is a very real one in many parts of the world, those that have
established democracies and those where democratic governance is
quite fragile. That has partly to do, I think, across the board with
questions about the ability of democratic governance to deliver. I
think you’ve seen some of that in our own country in recent years.
We haven’t been immune from that at all.

So, the challenge, and I think President Biden has emphasized
this, is working with other democracies, and I say this as an ana-
Iytical judgment, to help restore that faith in the ability of demo-
cratic governance to deliver for people. That deprives authoritarian
leaderships, whether it’s the Chinese Communist Party or Vladimir
Putin’s Russia, of an argument that they use that somehow author-
itarian systems are better able to deliver. The reality is that there’s
a great deal of resilience in democratic systems. But it’s important
for all of us that have democratic governments to demonstrate that,
to renew ourselves. I think that’s always found in—in many years
in my previous incarnation serving overseas, that we get a lot fur-
ther through the power of our example than we do through the
power of our preaching. And I think that’s true for any democratic
government around the world.

The last thing I'd say is we've talked earlier in this discussion
about the role of technology. And I think that’s also something to
be very mindful of, because the proliferation of surveillance tech-
nologies, for example, are one tool that authoritarians use to
strengthen their grip and make it more difficult for democratic gov-
ernance to emerge in lots of fragile societies around the world.

Senator BENNET. And in that context, Director Wray, of fragile
societies and the risk that’s posed to democracy, I wonder if you
could share with the American people what you have learned about
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the intersection of social media platforms and domestic violent ex-
tremists, and what the American people can do to be more canny
users of those platforms. What should they be on the lookout for?

Director WRAY. So, certainly, social media has become in many
ways the key amplifier to domestic violent extremism, just as it has
for malign foreign influence, which we’ve discussed at great length
with the Committee as well. It proves a level of the same things
that attract people to it for good reasons, are also capable of caus-
ing all kinds of harms that we’re entrusted with trying to protect
the American people against.

So, it creates speed dissemination, efficiency, accessibility—I re-
ferred to before, a level of decentralized connectivity. I think I
would say that both, with respect to malign foreign influence and
with respect to domestic violent extremism, people need to under-
stand better what the information is that they are reading. A
greater level of discerning skepticism is a crucial ingredient not
just to protect from foreign misinformation, but also of violent ex-
tremism.

There is all sorts of stuff out there on the Internet that poses as
fact, which just isn’t. And there’s all kinds of connectivity between
like-minded individuals, which blocks out other voices, which cre-
ates a sort of echo chamber effect. And then especially with the iso-
lation caused by COVID, increases our public susceptibility to some
of the same kinds of ills that we’ve talked about at great length.

So, social media can bring great good to society, but it is also a
platform for all kinds of security challenges that we’re trying to
counter.

Senator BENNET. Thank you, Mr. Chairman.

Chairman WARNER. Senator Cornyn.

Senator CORNYN. General Nakasone, in the recent hearing we
had on the SolarWinds hack, the issue of notification by victims of
hacking was raised. And indeed, I believe Senator Collins has advo-
cated for a long time in a piece of legislation that victims of
cyberattacks notify the Federal Government in some manner to
provide context and complete knowledge of what’s out there. It
seems to me that otherwise, we’re looking through a soda straw at
some of the threats. Do you think requiring victims of cyberattacks
in the United States, requiring them to notify the Federal Govern-
ment in some way, maybe confidentially, is a good idea?

General NAKASONE. Senator, as we were discussing this morning,
I think to understand the depth and breadth of any intrusion in
the United States, we’re going to have to have some means upon
which we understand what has taken place. And so, obviously the
policymakers and yourselves, the legislators, will determine that,
but I think that’s a key component of it as well.

Senator CORNYN. That would help you and the Cyber Command
in NSA do a better job?

General NAKASONE. Well, certainly, within the United States, re-
sponsibility obviously rests with the Federal Bureau of Investiga-
tion.

Senator CORNYN. Right. I beg your pardon. Director Wray, what
do you say?

Director WRAY. So, we were very, I think, enthusiastic about the
recommendation from the Cyber Solarium Commission that speaks
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to this issue. As I mentioned before, the private sector controls so
many of the dots on all manner of cyber threats. And it’s important
to think of the private sector not just in one broad category. There’s
two big groups that are relevant to this issue, and why they go
straight to the heart of your question. I put them in two buckets.
One, there’s the providers; so, the cybersecurity industry, the IT in-
dustry, et cetera. They have unique visibility into how adversaries
traverse U.S. networks. And so, making sure the glue is there is
critical.

But then there’s also the victims. The reality is that most offend-
ers are going to come back to victims again. So most cyber actors
are coming back, and most victims are going to be popping up
again. You've got repeat offenders and repeat victims. And so, their
hard drives, their logs, their servers provide key technical dots to
who’s compromising them; how they’re being compromised; and
then, this is the key, who might be targeted next. And that gets
back to my point from before, about why the private sector out-
reach is so important.

One company reaching out to us promptly after they've been
compromised means that all the rest of the companies that are
likely to be the next ones hit, we might be able to get in front of
it. And so, if you think about the scale of the dots that are in the
private sector, that’s why I think that’s the piece of this—. It
doesn’t mean that there aren’t other tweaks here and there in
terms of authorities, administrative subpoena authority and things
like that. But ultimately, for the United States, which doesn’t have
state-owned enterprises all over the place to protect against this
problem, we really have to solve this public-private partnership
issue.

Senator CORNYN. Director Haines, the issue of supply chain vul-
nerability is high on Congress’ agenda, and certainly on
everybody’s mind. But I don’t really have a clear understanding of
how good a handle the Intelligence Community has on what those
supply chains that are critical to our national security look like.
And we clearly need the help of the Intelligence Community, to
help Congress, the policymakers, rack and stack what are the most
urgent priorities. Semiconductors is certainly one that’s on
everybody’s mind. But do you think the Intelligence Community
has a good handle on those, so you could help Congress prioritize
those so we could attack them from a policy perspective?

Director HAINES. Yes. I think, frankly, this is an area where
we’re doing a lot of work. And as you indicate, semiconductors are
the obvious one, but there are a lot of others. And as we’ve been
working through, for example, rare earth elements or other key
areas where there may be a contestation in particular from other
countries such as China, to our ability to get access to things that
are critical to our national security, and where we need to promote
an effort, in a sense, from the policy community to pay attention
to it and to recognize where there are the vulnerabilities and how
to address them over time.

The piece that I find particularly interesting is, to your point,
how do you prioritize? Because there’s just an enormous amount of
things that you could look at to say we need to have a resilient
supply chain on, and take action in order to promote. And we have
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been working to try to provide the policy community with as much
information as possible about what the possibilities are, in a sense.
But ultimately, there are some decisions to be made from the policy
community about, what are you prioritizing? Where do you want to
focus, in a sense? And we have been building up an infrastructure
that allows us to then focus to make sure that we can both track
it but also provide options for where you might be able to pull, es-
sentially, supplies from—that are not the ones that you are pull-
ing—in order to have that kind of resilience built-in.

Senator CORNYN. Thank you.

Chairman WARNER. Senator Casey.

Senator CASEY. Thank you, Mr. Chairman. I want to thank all
three directors and the two generals who are with us today, and
to commend you for your public service.

I wanted to start with Director Haines, and probably most of my
question or two would be directed at Director Haines. But cer-
tainly, others may have a view on the issues I'm raising.

I want to talk in particular about supply chains, which we've
heard a lot about this year, and this idea of outbound versus in-
bound investment by U.S. companies in that context.

We know that on March 19th, the U.S.-China Economic and Se-
curity Review Commission held a hearing to examine how U.S. cap-
ital investment props up the Chinese government’s military-civil
fusion strategy, and ultimately compromises U.S. national security.
Some witnesses made reference to the Committee known by the ac-
ronym CFIUS, the Committee on Foreign Investment in the United
States, which for decades now has reviewed inbound investment
but there’s nothing comparable for outbound investment in terms
of review as to the national security implications of foreign invest-
ments that are made overseas. So because we don’t have that par-
allel mechanism in place to assess outsourcing by U.S. companies
to countries of concern. We could have national security implica-
tions.

I've been engaging with Senator Cornyn on this issue on devel-
oping a similar interagency committee to review outbound invest-
ment of what we call in the legislation I'm working on, critical ca-
%%bilities to foreign adversaries or non-market economies like

ina.

So Director Haines, maybe two initial questions. Currently, how
does the IC work with its partners to assess and mitigate the ac-
tivities of foreign intelligence services and other adversaries at-
tempting to compromise U.S. supply chains?

Director HAINES. Thank you, Senator.

So it’s a really important and interesting question and I think
just to maybe take them in part.

So on the issue of outbound and outsourcing how are we posi-
tioned? I think, from my perspective, I've had a number of calls
now with my counterparts and kind of coming into the job. I think
you would be surprised by how many of them in allies and partner-
ship countries are interested in talking about this issue.

And one of the things that we are doing throughout the Intel-
ligence Community, and I think Director Burns may have some
thoughts on this as well, is promoting conversations between our
intelligence services in order to understand what they’re seeing in
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this space as well and being able to provide that, therefore, to our
policymakers as, “Here is what we are seeing with respect to these
particular issues that we know are critical for supply chain issues
and here’s where we’re seeing outsourcing and outbound invest-
ments,” and so on.

The second thing that I think is interesting, and you may al-
ready know this, but we’re certainly lifting it up in a sense, is how
many other countries are starting to do CFIUS-like processes.
You'll see Canada has now got a law that effectively allows them
to review investments or a variety of other countries that are start-
ing to do this. And it’s another reason for why I think our counter-
parts are talking to us about this issue because they’re looking to
figure out how does the Intelligence Community support our
CFIUS process? Are there ways in which they can do the same?

And I think that exchange of information can get to many of the
issues that you're describing in the supply chain area, both on the
inbound and outbound side of things. And let me see if Director
Burns has anything.

Director BURNS. No, no, I absolutely agree. And I think there are
plenty of models on the outbound side that have worked in decades
past as well, where we can deepen our partnerships with other gov-
ernments, who not only have insights, but also have a real stake
in taking a very careful look at some of those outbound matters.

Senator CASEY. Thank you. That’s helpful.

And just, finally, the last question on this would be does the IC
view the Chinese government, the Chinese Communist Party’s
civil-military fusion agenda, as a risk currently to U.S. supply
chains?

Director HAINES. Senator, I think there is no question that the
Chinese have an advantage in some respects through their civil-
military fusion approach to things. They are capable, as a con-
sequence of directing, in effect, their private sector in ways that we
simply do not do. And I think that provides a short-term advan-
tage, but I think it might be not a long-term advantage in the
sense that I think that the way we structure ourselves actually
makes us capable of having some flexibility that, over time, sus-
tains our private market in ways that the Chinese don’t have.

Senator CASEY. Thank you.

Chairman WARNER. The vote has started, but we are going to try
to get Senator Sasse and Senator Gillibrand on WebEx in before
the end of the first vote. Senator Sasse.

Senator SASSE. Thank you, Chairman.

Thanks to the five of you for being here as well. The American
people are blessed to have an IC that’s as serious as ours is. We
have a lot of—a gazillion patriots and some actual heroes in the
community and the five of you care deeply about the mission and
about leading those folks and celebrating them. So I just want to
say, since most of our time in the Committee is spent in an over-
sight capacity, which is in private, we don’t get the chance to say
in front of the American people enough, thank you to the entire in-
telligence community, and particularly the five of you who are lead-
ers.

Director Haines, I also want to praise your statement. I think
that your opening statement on behalf of the whole community
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today was incredibly strong. I want to highlight a couple of pieces.
But I want to admit that in a way I'm just riffing on where Chair-
man Warner opened, that when you do an around-the-world threat
assessment of what the challenges are that we face—and I think
Marco, the Vice Chairman, said something very similar—I think
his riff was more than 90 percent of all the intelligence and na-
tional security challenges the American people and our troops face
around the world, more than 90 percent of them originate in the
five bad guy category of: long-term tech race with the Chinese
Communist Party, Russia sowing disinformation and corruption
and cyberattacks abroad, Iranian nukes and sponsorship of ter-
rorism abroad, North Korean nukes, and a grab-bag of Jihadis.
Those five things are the five big threats we face. There aren’t two
and there aren’t really 20 that need to be on that top tier list.
There are five.

But one of the things that’s new, I think, in the last four to six
years, is a real consensus in your community and on this Com-
mittee in a bipartisan way that there is an unparalleled number
one threat. The five things are not equal. The long-term technology
race we face with China is the biggest existential national security
threat we face.

And I think Chairman Warner did a great job of distinguishing
between Chairman Xi’s command and control tyrannical system
and his party. But that’s not the same as the Chinese people.
That’s not the same as Chinese expats. That’s not the same as
Asian-Americans abroad. And we have to, together, the IC and the
Committee in a bipartisan way, have to make sure we commu-
nicate again and again to the American people that there is one
overarching national security threat we face. And it is not race-
based, it is not Chinese Americans. It is Chairman Xi and his cro-
nies and what they want to do to try to dominate the world and
oppress people, most acutely the Uighurs, but lots and lots of peo-
ple in their own country and abroad.

And so I think it’s important just to underscore some of the
things, Director Haines, you said on behalf of the entire commu-
nity. You said that, “The threat we face from China is unparalleled.
It’s not the same as North Korea, as big a deal as that is. It’s not
the same as Russian and nefarious actions abroad. China is in-
creasingly a near-peer competitor. China will maintain its major
innovation in industrial policies because Chinese leaders see this
strategy as necessary to reduce dependence on foreign technologies,
enable military advances, and sustain economic growth, and thus
ensure the CCP survival.”

Chairman Xi is not about the good of his people. He’s not about
the good of 1.4 billion Chinese people. He’s about the good of his
party and the way they oppress their people. You also said that
China is trying to promote new international norms for technology
and human rights, emphasizing state sovereignty and political sta-
bility over individual rights. You said that China will remain the
top threat to U.S. technological competitiveness as the CCP con-
tinues to target technology sectors, et cetera.

So I think it was a very strong statement. And as a part of what
happens, the majority of not just our Committee’s work, but the
majority of this hearing is in private today. But as far as some-
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thing we put before the American people, that’s an incredibly
strong opening statement so I want to commend you and the whole
interagency process that got it there.

I'd like to follow-up on your response, though, to Senator Casey’s
comment about the fact that in—I'm putting a finer point on it—
but in 2018, Congress passed a new law about export controls. And
the goal is to be sure that we update what emerging and
foundational technologies we regard as needing to be restricted to
the CCP. Obviously, the CCP is also involved in a massive tech-
nology theft—IP theft—project.

But just at the level of export controls, a law was passed in 2018
and it’s largely unimplemented. And I think former Chairman Burr
made the good point that in 5G we should view the Five Eyes as
allies that we would use to build the technology base, whether it’s
a D10 or a D12, or whatever the strategy is, we need something
like the TPP again that says freedom-loving Nations that believe
in open navigation of the seaways, free trade, the rule of law,
transparent contracts, human rights, et cetera—we need an alli-
ance of freedom-loving peoples against the CCP’s nefarious spon-
sorship of stuff like surveillance-state tyranny abroad. But to do
that, we have to have clarity about what those critical technologies
are. So I would love to hear some public explanation for the Amer-
ican people of when will we have the 2018 law implemented, and
probably more a 30,000 foot view. More importantly, if we’re going
to build an alliance of freedom-loving Nations in this technology
race, how can we do it? How can we lead allies if we don’t have
clarity for ourselves about what those critical technologies are?

Director HAINES. Thank you, Senator. Maybe I'll just start and
welcome my colleagues joining on this.

I think just to focus in on the intelligence relationships in par-
ticular and the Five Eye point that you and Senator Burr are mak-
ing, I think it will not surprise you that technology is one of the
things that we intend to talk to them about, that we are already
talking to them about at different levels. And I think it is entirely
right to be focused on the idea that among the Five Eyes we can
actually do some good work together, in effect, in addressing this
issue that none of us can do alone in a way. And that that’s a place
where we do need to focus.

I think also it is true that the policy community is working, and
I know the Administration is working, on a strategy on these
issues that would include partners and would effectively focus on
the kind of issues that you're describing. In addition, they are also
looking at the technology sectors and how it is that you approach
each of these to deal with whether or not de-linking in all of these
different spaces is the right thing to do and how to do it, so that
you don’t actually have collateral impact that sometimes can have
negative consequences in those areas.

But why don’t I leave it to others to comment?

General BERRIER. Senator, I would just say from a DIA perspec-
tive and the Department of Defense, our closest partners are Five
Eyes teammates. I have deep personal relationships with every one
of my counterparts. We talk on a weekly basis. And from a stra-
tegic competition perspective or an intelligence support aspect to
strategic competition, they’re all in. And so this conversation about
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identifying the technology and how we can collectively get after
this threat with the CCP, I think they are ready for that conversa-
tion.

Senator SASSE. Okay.

General NAKASONE. Yeah, I think Senator, I would just add from
our competitive advantages think about what our competitive ad-
vantages for the Nation and for the Intelligence Community,
whether that’s artificial intelligence, big data, machine learning,
space, all of these are critical capabilities that have far reaching
implications, not only for our economy, but obviously, for the secu-
rity of our Nation as we take a look at where we’re going in the
future as well.

Chairman WARNER. I mean, I'll just say the Chair and the Vice
Chair want to complement Senator Sasse for agreeing with the
Chair and the Vice Chair.

[Laughter]

Senator SASSE. It’s always helpful. Yes.

Chairman WARNER. Anybody else want to—because we have—
we're kind of clocking down.

Senator SASSE. Fair enough. In the classified session I want to
follow-up on particularly some of the Taiwanese pieces.

Chairman WARNER. We're going to go to Senator Gillibrand on
WebEx and then Senator Cotton.

Senator GILLIBRAND. Thank you, Mr. Chairman.

Director Wray, as you are familiar, the families of the victims of
the September 11th attacks have requested a number of FBI docu-
ments to be declassified. As we approach the 20th anniversary of
the attacks, I'm trying to understand what information in those re-
ports could still be so sensitive that it cannot be shared with the
American people.

For several months, I have been trying to get FBI to provide a
classified copy of the documents to the Committee so that I can
read them myself, but so far the FBI has refused. From an over-
sight perspective, this is deeply concerning. Why hasn’t the FBI
provided the requested documents to the Committee and will you
commit to providing those documents to the Committee now?

Director WRAY. Well, Senator, I understand how important this
issue is to you personally, and of course, also to the victims’ fami-
lies. And as somebody who grew up in New York and whose family
still lives in New York that’s personal to me as well. And meeting
and engaging with the 9/11 victim families was a big part of my
own inspiration from my last time in law enforcement to come back
into service.

We do have to be a little bit careful here because of certain sorts
of method issues and grand jury issues. But I have instructed our
subject matter experts to review to see if there’s more that we can
share and I'm happy to report that we have identified some addi-
tional documents that we will be able to make available for review
very shortly. And my staff will work with the Committee’s staff to
facilitate review.

Senator GILLIBRAND. Okay. Will you have those documents with-
in the next two weeks?
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Director WRAY. I'll have to get back with my staff on the exact
timing but my definition of “shortly” is consistent with that rough
timeframe.

Senator GILLIBRAND. Okay, and if you're not going to provide the
particular document that I have requested, I need a reason in writ-
ing to the Committee since I, as a member of the Committee, have
every right to review that document.

Director WRAY. Certainly, Senator. I agree that an important
part of our collaboration with the Committee is that even in those
rare instances where we can’t provide information we ought to be
able to and have an obligation, I think, to explain to you why.

Senator GILLIBRAND. Thank you.

To Director Haines and to General Nakasone, I'm very concerned
about these blind spots, as we’ve already heard in testimony today,
that our opponents are using the U.S. infrastructure and loopholes
to penetrate our infrastructure, our companies, our data, in a way
that really prohibits us from following through on our investiga-
tions in terrorist groups and other international risks.

I understand there are legal reasons, and I've heard the testi-
mony that we want to talk about how we can ask the private sector
to perhaps consider having a required reporting law passed, and I
think that’s a reasonable approach. But I'd like a little more con-
text and information from both of you on how you see these gaps
and these blind spots.

And, in fact, when we do have foreign terrorist attacks and un-
dermining of our democracy, such as what Russia tried to do with
the election, and undermined public confidence in our electoral
process and exacerbated sociopolitical divisions in the U.S., these
are serious, serious issues. And I don’t like hearing that we have
blind spots.

So I'd like a little more analysis about if there are other authori-
ties that are needed. And I've heard you all say you don’t need
other authorities, but I guess I'm not willing to accept that we are
going to have blind spots. I think there has to be an appropriate
way to give the tools that our Intelligence Community needs to be
able to constantly protect against cyber threat, cyber terrorism, and
cyberattack.

Director HAINES. Thank you, Senator.

I'll just start, and obviously I'll leave the bulk of the answer to
General Nakasone, who will have more views on the specifics in
this area. But I would say that—I think, really support the law
that is currently being considered, which is basically something
that would create, as I understand it, an obligation on companies
to provide information when there are attacks, much like FireEye
did in the context of SolarWinds. And that is something that I
think would be useful.

It is obviously one piece of the puzzle, and I think General
Nakasone can speak with greater authority on what specifically the
other issues are, and answering your further questions.

General NAKASONE. Senator, I share your concern with these
blind spots, and this is something we shouldn’t accept. Let me be
a little bit more specific in terms of the blind spots. When an ad-
versary decides that they're going to conduct an intrusion into a
U.S. company, a U.S. Government agency, one of the things that
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they realize is the fact if they can come into the United States and
use an Internet service provider in a period of time, they can quick-
ly do that and conduct their operations and virtually not have any
coverage in a timely manner from our ability to do surveillance in
the United States. And that’s obviously through a warrant, most
likely done by the Federal Bureau of Investigation.

They understand the timeline that it takes for a warrant to be
done, and so they are being able to expose this gap. This is one of
the areas that we have to understand our adversaries are using
today. It’s the way that they have structured their activities, and
it’s in a way that we as we go forward need to be able to address.
Again, it’s not that we are looking for authorities for the National
Security Agency. It’s let’s make sure that we identify what’s taking
place, so the appropriate measures can be undertaken.

Chairman WARNER. Senator Cotton.

Senator COTTON. Thank you all for your appearance here today.
These hearings are always a welcome opportunity to highlight the
work that you and all of the men and women do in your agencies
and organizations to help keep our country safe. Most of the Com-
mittee’s work, like most of your work, happens behind closed doors
in a classified setting, so the American people don’t appreciate the
great work that you and the men and women you lead do for our
country. So I'm glad that we have a chance to highlight this once
a year or so.

I also want to stress the importance of protecting all the informa-
tion that your people collect. And Director Wray, part of the FBI’s
responsibility is to ensure that classified information is handled
correctly, that it’s not disclosed in a way that could pose a risk to-
ward Americans’ national security or intelligence or military oper-
ations. Is that correct?

Director WRAY. Yes, that’s correct.

Senator COTTON. And that applies to all persons, to include per-
sorﬁ especially who are cleared to handle classified information as
well.

Director WRAY. Well, it’s a responsibility that we share with
other agencies in that respect, but yes.

Senator COTTON. And so you do investigate instances of alleged
disclosure of classified information that was done wrongly?

Director WRAY. Absolutely. We have quite a number of such in-
vestigations.

Senator COTTON. So I just want to take this opportunity to call
your attention to a letter that Senator Hagerty and I and 16 other
Republican Senators sent to you yesterday, about what appears to
have been a potentially serious breach of handling of classified in-
formation by Dr. Colin Kahl, the nominee to be the Undersecretary
of Defense for Policy. Could I get your commitment to provide a
prompt response to that letter to the United States Senate, since
this nomination could be pending just anytime now?

Director WRAY. Senator, I'm aware of the letter. I haven’t had a
chance to review it yet, but I'm happy to take it—.

Senator COTTON. Thank you. I don’t expect you to be fully ap-
prised of the facts or have a conclusion about whether you should
or should not, or will or will not, start an investigation. But I think
it’s very worrisome, and there are people sitting in Federal prison
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today for mishandling classified information. And if a GS employee
is going to be sitting in Federal prison because they mishandled
classified information, we should always insist that everyone han-
dle it correctly, no matter how powerful they are or who theyre
connected to. So thank you for that commitment, Director Wray.

Ms. Haines, I want to turn to a line from the annual threat as-
sessment about the migration crisis we see on our southern border.
It lists several potential factors, in terms of seasonal employment
opportunities or the pandemic or what have you. One factor was
perceived changes in U.S. immigration policy. Is it possible that a
factor could also be actual changes to U.S. immigration policy?

Director HAINES. Thank you, Senator.

I think we were looking at the degree of folks coming, and so I
don’t think that there were, in fact, changes at the time that
would’ve accounted for. In other words, it was perceived changes
that they were looking at.

Senator COTTON. So I know that you are not in charge of immi-
gration policy and I don’t expect you to be, but I'll give you three
changes that actually have been made by the Biden administration
since the first day.

One, they created an exception to the pandemic exclusionary
order for minors. Not shockingly, we have a surge of minors at the
border.

Two, they eliminated the Safe Third Country agreements with
Central American countries, most notably Guatemala, the geo-
graphic chokepoint from Central America. And three, they elimi-
nated the Remain in Mexico policy as well. So those are three ac-
tual policies on which word is out in Central America.

And finally, I'll just give you this bit of open source intelligence
that you can go back, Director Burns and Director Haines, and tell
your analysts about. I was at the border a couple weeks ago. I had
a chance to see the heartbreaking scenes of young mothers and fa-
thers with their young kids under the bridge outside McAllen
where they were being processed in, after having just crossed the
river with the help of smugglers and traffickers.

I grabbed a border patrol officer who spoke Spanish so he could
interpret for me. I asked a couple dozen of them why they made
the journey now, where they had come from, how long they’d been
there. Not a single one of them made a comment about asylum, in
terms of persecution based on race, ethnicity, sex, religion, political
views, or anything else. The most common answers were: Joe
Biden, I can get in now, and I want a job.

I have some other issues I want to discuss, but as I said earlier,
most of that we have to do in a classified setting, so I'll look for-
ward to talking with you all again in a few minutes. Thank you.

Chairman WARNER. Thank you, Senator Cotton. Senator Rubio,
any closing comments?

Vice Chairman RUBIO. No, I want to thank you guys. I think it’s
been important to get a lot of these things on the record. It’s a rare
opportunity for the American public to hear from each of you indi-
vidually, and I'm glad we were able to do it again this year. And
I look forward to our session this afternoon.

Thank you all for being here.
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hChairman WARNER. Well, let me before I just close, three quick
things.

One, I think you've heard this from virtually every member. A
hearty thanks to not just you, but to literally thousands of men and
women that work for you, and I hope you will take that message
back to the workforce. I think Senator Burr mentioned we value
very much this relationship we have with the IC and want to keep
it open, and we always want to have your back.

Two, I think, Director Haines, you’ve made mention of this. I
think almost the majority of Members on the Committee are ac-
tively working on bipartisan legislation that would encourage
around this idea of tech alliances; that we do this not only in a
greater way with the private sector, but we also do it with—even
beyond our Five Eye partners.

And three, as we have discussed again in a broadly bipartisan
way, we've taken some of the lessons from our SolarWinds hearing,
and I think we may have at least a partial response where, with
appropriate liability protections, there would be some level of mid-
incident reporting to an enterprise that would include public and
private together. So that we could potentially close some of these
gaps that Senator Gillibrand and others have raised in their ques-
tioning.

Again, we thank you all. We’ve got a couple of votes.

We will still reconvene in room SVC-217 at one o’clock. Have an
enjoyable lunch.

Thank you.

[Whereupon at 12:15 p.m. the hearing was recessed, subject to
the call of the Chairman.]
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April 9, 2021

INTRODUCTION

This annual report of worldwide threats to the national security of the United States responds to
Section 617 of the FY21 Intelligence Authorization Act (P.L. 116-260). This report reflects the
collective insights of the Intelligence Community (IC), which is committed every day to providing
the nuanced, independent, and unvarnished intelligence that policymakers, warfighters, and
domestic law enforcement personnel need to protect American lives and America’s interests
anywhere in the world.

This assessment focuses on the most direct, serious threats to the United States during the next year.
The order of the topics presented in this assessment does not necessarily indicate their relative
importance or the magnitude of the threats in the view of the IC. All require a robust intelligence
response, including those where a near-term focus may help head off greater threats in the future,
such as climate change and environmental degradation.

As required by the law, this report will be provided to the congressional intelligence committees as
well as the committees on the Armed Services of the House of Representatives and the Senate.

Information available as of 9 April 2021 was used in the preparation of this assessment.

[2]
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FOREWORD

In the coming year, the United States and its allies will face a diverse array of threats that are playing out
amidst the global disruption resulting from the COVID-19 pandemic and against the backdrop of great
power competition, the disruptive effects of ecological degradation and a changing climate, an increasing
number of empowered non-state actors, and rapidly evolving technology. The complexity of the threats,
their intersections, and the potential for cascading events in an increasingly interconnected and mobile
world create new challenges for the IC. Ecological and climate changes, for example, are connected to
public health risks, humanitarian concerns, social and political instability, and geopolitical rivalry. The
2021 Annual Threat Assessment highlights some of those connections as it provides the IC’s baseline
assessments of the most pressing threats to US national interests, while emphasizing the United States’ key
adversaries and competitors. It is not an exhaustive assessment of all global challenges and notably excludes
assessments of US adversaries’ vulnerabilities. It accounts for functional concerns, such as weapons of mass
destruction and technology, primarily in the sections on threat actors, such as China and Russia.

Beijing, Moscow, Tehran, and Pyongyang have demonstrated the capability and intent to advance their
interests at the expense of the United States and its allies, despite the pandemic. China increasingly is a
near-peer competitor, challenging the United States in multiple arenas—especially economically, militarily,
and technologically—and is pushing to change global norms. Russia is pushing back against Washington
where it can globally, employing techniques up to and including the use of force. Iran will remain a regional
menace with broader malign influence activities, and North Korea will be a disruptive player on the regional
and world stages. Major adversaries and competitors are enhancing and exercising their military, cyber, and
other capabilities, raising the risks to US and allied forces, weakening our conventional deterrence, and
worsening the longstanding threat from weapons of mass destruction.

The effects of the COVID-19 pandemic will continue to strain governments and societies, fueling
humanitarian and economic crises, political unrest, and geopolitical competition as countries, such as China
and Russia, seek advantage through such avenues as “vaccine diplomacy.” No country has been completely
spared, and even when a vaccine is widely distributed globally, the economic and political aftershocks will
be felt for years. Countries with high debts or that depend on oil exports, tourism, or remittances face
particularly challenging recoveries, while others will turn inward or be distracted by other challenges.

Ecological degradation and a changing climate will continue to fuel disease outbreaks, threaten food and
water security, and exacerbate political instability and humanitarian crises. Although much of the effect of a
changing climate on US security will play out indirectly in a broader political and economic context,
warmer weather can generate direct, immediate impacts—for example, through more intense storms,
flooding, and permafrost melting. This year we will see increasing potential for surges in migration by
Central American populations, which are reeling from the economic fallout of the COVID-19 pandemic and
extreme weather, including multiple hurricanes in 2020 and several years of recurring droughts and storms.

The scourge of illicit drugs and transnational organized crime will continue to take its toll on American

lives, prosperity, and safety. Major narcotics trafficking groups have adapted to the pandemic’s challenges
to maintain their deadly trade, as have other transnational criminal organizations.

[4]
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Emerging and disruptive technologies, as well as the proliferation and permeation of technology in all
aspects of our lives, pose unique challenges. Cyber capabilities, to illustrate, are demonstrably intertwined
with threats to our infrastructure and to the foreign malign influence threats against our democracy.

IS1S, al-Qa‘ida, and Iran and its militant allies continue to plot terrorist attacks against US persons and
interests, including to varying degrees in the United States. Despite leadership losses, terrorist groups have
shown great resiliency and are taking advantage of ungoverned areas to rebuild.

Regional conflicts continue to frel humanitarian crises, undermine stability, and threaten US persons and
interests. Some have direct implications for US security. For example, the fighting in Afghanistan, Iraq,
and Syria has direct bearing on US forces, while tensions between nuclear-armed India and Pakistan remain
a concern for the world. The iterative violence between Israel and Iran, the activity of foreign powers in
Libya, and conflicts in other areas—including Africa, Asia, and the Middle East—have the potential to
escalate or spread.

The 2021 Ammual Threat Assessment Report supports the Office of the Director of National Intelligence’s
transparency commitments and the tradition of providing regular threat updates to the American public and
the United States Congress. The IC is vigilant in monitoring and assessing direct and indirect threats to US
and allied interests. As part of this ongoing effort, the IC’s National Intelligence Officers work closely with
analysts from across the IC to examine the spectrum of threats and highlight the most likely and/or
impactful near-term risks in the context of the longer-term, overarching threat environment.

5]
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CHINA'’S PUSH FOR GLOBAL POWER

The Chinese Communist Party (CCP) will continue its whole-of-government efforts to spread China’s influence,
undercut that of the United States, drive wedges between Washington and its allies and partners, and foster new
international norms that favor the authoritarian Chinese system. Chinese leaders probably will, however, seek
tactical opportunities to reduce jons with Washi when such opportunities suit their interests. China will
maintain its major innovation and industrial policies because Chinese leaders see this strategy as necessary
to reduce dependence on foreign technologies, enable military advances, and sustain economic growth and
thus ensure the CCP’s survival.

* Beijing sees increasingly competitive US-China relations as part of an epochal geopolitical shift and
views Washington’s economic measures against Beijing since 2018 as part of a broader US effort to
contain China’s rise.

e China is touting its success containing the COVID-19 pandemic as evidence of the superiority of its
system.

e Beijing is increasingly combining its growing military power with its economic, technological, and
diplomatic clout to preserve the CCP, secure what it views as its territory and regional preeminence,
and pursue international cooperation at Washington’s expense.

Regional and Global Activities

China seeks to use coordinated, whole-of-government tools to demonstrate its growing strength and compel regional
neighbors to acquiesce to Beijing’s preferences, including its claims over disputed territory and assertions of
sovereignty over Taiwan.

e China-India border tensions remain high, despite some force pullbacks this year. China’s occupation
since May 2020 of contested border areas is the most serious escalation in decades and led to the first
lethal border clash between the two countries since 1975. As of mid-February, after multiple rounds of
talks, both sides were pulling back forces and equipment from some sites along the disputed border.

e In the South China Sea, Beijing will continue to intimidate rival claimants and will use growing
numbers of air, naval, and maritime law enforcement platforms to signal to Southeast Asian countries
that China has effective control over contested areas. China is similarly pressuring Japan over
contested areas in the East China Sea.

o Beijing will press Taiwan authorities to move toward unification and will condemn what it views as
increased US-Taiwan engagement. We expect that friction will grow as Beijing steps up attempts to
portray Taipei as internationally isolated and dependent on the mainland for economic prosperity, and
as China continues to increase military activity around the island.

e China’s increasing cooperation with Russia on areas of complementary interest includes defense and
economic cooperation.

(6]
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Beijing will continue to promote the Belt and Road Initiative (BRI) to expand China’s economic, political,
and military presence abroad, while trying to reduce waste and exploitative practices, which have led to
international criticism. China will try to increase its influence using “vaccine diplomacy,” giving countries
favored access to the COVID-19 vaccines it is developing. China also will promote new international norms
for technology and human rights, emphasizing state sovereignty and political stability over individual rights.

China will remain the top threat to US technological competitiveness as the CCP targets key technology
sectors and proprietary commercial and military technology from US and allied companies and research
institutions associated with defense, energy, finance, and other sectors. Beijing uses a variety of tools, from
public investment to espionage and theft, to advance its technological capabilities.

Military Capabilities

China will continue pursuing its goals of becoming a great power, securing what it views as its territory, and

blishing its preeminence in regional affairs by building a world-class military, potentially destabilizing
international norms and relationships. China’s military commitment includes a multiyear agenda of
comprehensive military reform initiatives.

* We expect the PLA to continue pursuing overseas military installations and access agreements o
enhance its ability to project power and protect Chinese interests abroad.

* The PLA Navy and PLA Air Force are the largest in the region and continue to field advanced
long-range platforms that improve China’s ability to project power. The PLA Rocket Force’s
highly accurate short-, medium-, and intermediate-range conventional systems are capable of
holding US and allied bases in the region at risk.

‘WMD

Beijing will continue the most rapid expansion and platform diversification of its nuclear arsenal in its history,
intending to at least double the size of its nuclear stockpile during the next decade and to field a nuclear triad.
Beijing is not interested in arms control agreements that restrict its modernization plans and will not agree to
substantive negotiations that lock in US or Russian nuclear advantages.

* China is building a larger and increasingly capable nuclear missile force that is more survivable, more
diverse, and on higher alert than in the past, including nuclear missile systems designed to manage
regional escalation and ensure an intercontinental second-strike capability.

Space

Beifing is working to match or exceed US capabilities in space to gain the military, economic, and prestige benefits
that Washington has accrued from space legdership.

* We expect a Chinese space station in low Earth orbit (LEQ) to be operational between 2022 and 2024.
China also has conducted and plans to conduct additional lunar exploration missions, and it intends to
establish a robotic research station on the Moon and later an intermittently crewed Iunar base.

{71



53

e The PLA will continue to integrate space services—such as satellite reconnaissance and
positioning, navigation, and timing (PNT)—and satellite communications into its weapons and
command-and-control systems to erode the US military’s information advantage.

Counterspace operations will be integral te p jal military campaigns by the PLA, and China has counterspace-
ipons capabilities intended to targer US and allied satellites.

* Beijing continues to train its military space elements and field new destructive and nondestructive
ground- and space-based antisatellite (ASAT) weapons.

+ China has already fielded ground-based ASAT missiles intended to destroy satellites in LEO and
ground-based ASAT lasers probably intended to blind or damage sensitive space-based optical sensors
on LEO satellites.

Cyber

We assess that China presents a prolific and effective cyber-espionage threat, possesses substantial cyber-attack
capabilities, and presents a growing influence threat. China’s cyber pursuits and proliferation of related
technologies increase the threats of cyber attacks against the US homeland, suppression of US web content that
Beifing views as thr ing to its internal ideological control, and the expansion of technology-driven
authoritarianism around the world.

+ We continue to assess that China can launch cyber attacks that, at a minimum, can cause localized,
temporary disruptions to critical infrastructure within the United States.

* China leads the world in applying surveillance systems and censorship to monitor its population and
repress dissent, particularly among ethnic minorities, such as the Uyghurs. Beijing conducts cyber
intrusions that affect US and non-US citizens beyond its borders—such as hacking journalists, stealing
personal information, or attacking tools that allow free speech online—as part of its efforts to surveil
perceived threats to CCP power and tailor influence efforts. Beijing is also using its assistance to global
efforts to combat COVID-19 to export its surveillance tools and technologies.

+ China’s cyber-espionage operations have included compromising telecommunications firms, providers
of managed services and broadly used software, and other targets potentially rich in follow-on
opportunities for intelligence collection, attack, or influence operations.

Intelligence, Influence Operations, and Elections Influence and Interference

China will continue expanding its global intelligence footprint to better support its growing political,
economic, and security interests around the world, increasingly challenging the United States’ alliances and
partnerships. Across East Asia and the western Pacific, which Beijing views as its natural sphere of
influence, China is atterapting to exploit doubts about the US commitment to the region, undermine
Taiwan’s democracy, and extend Beijing’s influence.

« Beijing has been intensifying efforts to shape the political environment in the United States to promote
its policy preferences, mold public discourse, pressure political figures whom Beijing believes oppose its
interests, and muffle criticism of China on such issues as religious freedom and the suppression of
democracy in Hong Kong.

8]
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RUSSIAN PROVOCATIVE ACTIONS

Moscow will continue to employ a variety of tactics this year meant to undermine US influence, develop new
international norms and partnerships, divide Western countries and weaken Western alliances, and demonstrate
Russia’s ability to shape global events as a major player in a new multipolar international order. Russia will
continue to develop its military, nuclear, space, cyber, and intelligence capabilities, while actively engaging
abroad and leveraging its energy resources, to advance its agenda and undermine the United States.

We expect Moscow to seek opportunities for pragmatic cooperation with Washington on its own terms, and
we assess that Russia does not want a direct conflict with US forces.

« Russian officials have long believed that the United States is conducting its own “influence campaigns”
to undermine Russia, weaken President Vladimir Putin, and install Western-friendly regimes in the
states of the former Soviet Union and elsewhere.

e Russia seeks an accommodation with the United States on mutual noninterference in both countries’
domestic affairs and US recognition of Russia’s claimed sphere of influence over much of the former
Soviet Union.

Regional and Global Activities

We assess that Moscow will employ an array of tools—especially influence campaigns, intelligence and
counterterrorism cooperation, military aid and combined exercises, mercenary operations, assassinations, and arms
sales—to advance its interests or undermine the interests of the United States and its allies. We expect Moscow to
insert itself into crises when Russian interests are at stake, it can turn a power vacuum into an opportunity, or the
anticipated costs of action are low. Russia probably will continue to expand its global military, intelligence,
security, commercial, and energy footprint and build partnerships with US allies and adversaries alike—
most notably Russia’s growing strategic cooperation with China—to achieve its objectives.

e We assess that Russia’s Federal Security Service (FSB) organized the assassination of a Chechen
separatist in a Berlin park in 2019 and tried to kill opposition activist Aleksey Navalnyy inside Russia
in 2020 with a fourth-generation chemical agent.

e In the Middle East and North Africa, Moscow is using its involvement in Syria and Libya to increase
its clout, undercut US leadership, present itself as an indispensable mediator, and gain military access
rights and economic opportunities.

* In the Western Hemisphere, Russia has expanded its engagement with Venezuela, supported Cuba,
and used arms sales and energy agreements to try to expand access to markets and natural resources in
Latin America, in part to offset some of the effects of sanctions.

o In the former Soviet Union, Moscow is well positioned to increase its role in the Caucasus, intervene in

Belarus if it deems necessary, and continue destabilization efforts against Ukraine while settlement
talks remain stalled and low-level fighting continues.

[91
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» Since 2006, Russia has used energy as a foreign policy tool to coerce cooperation and force states to the
negotiating table. After a price dispute between Moscow and Kyiv, for example, Russia cut off gas
flows to Ukraine, including transit gas, in 2009, affecting some parts of Europe for a 13-day period.
Russia also uses its capabilities in civilian nuclear reactor construction as a soft-power tool in its foreign
policy.

Military Capabilities

We expect Moscow’s military posture and behavior—including military modernization, use of military force, and
the integration of information warfare—to challenge the interests of the United States and its allies. Despite flat
or even declining defense spending, Russia will emphasize new weapons that present increased threats to the
United States and regional actors while continuing its foreign military engagements, conducting training
exercises, and incorporating lessons from its involvement in Syria and Ukraine.

» Moscow has the wherewithal to deploy forces in strategically important regions but the farther it
depioys from Russia, the less able it probably will be to sustain intensive combat operations.

e Private military and security companies managed by Russian oligarchs close to the Kremlin extend
Moscow’s military reach at low cost, allowing Russia to disavow its involvement and distance itself
from battlefield casualties. These proxy forces, however, often fail to achieve Moscow’s strategic goals
because of their limited tactical proficiency.

WMD

We assess that Russia will remain the largest and most capable WMD rival to the United States for the foreseeable
Suture as it expands and modernizes its nuclear weapons capabilities and increases the capabilities of its strategic
and nonstrategic weapons. Russia also remains a nuclear-material security concern, despite improvements to
physical security at Russian nuclear sites since the 1990s.

» Moscow views its nuclear capabilities as necessary to maintain deterrence and achieve its goalsin a
potential conflict against the United States and NATO, and it sees a credible nuclear weapons deterrent
as the ultimate guarantor of the Russian Federation.

» Russia is building a large, diverse, and modern set of nonstrategic systems, which are capable of
detivering nuclear or conventional warheads, because Moscow believes such systems offer options to
deter adversaries, control the escalation of potential hostilities, and counter US and allied troops near
its border.

Cyber

We assess that Russia will remain a top cyber threat as it refines and employs its espionage, influence, and attack
capabilities.

* Russia continues to target critical infrastructure, including underwater cables and industrial control

systems, in the United States and in allied and partner countries, as compromising such infrastructure
improves—and in some cases can demonstrate—its ability to damage infrastructure during a crisis.

[10}
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» A Russian software supply chain operation in 2020, described in the cyber section of this report,
demonstrates Moscow’s capability and intent to target and potentially disrupt public and private
organizations in the United States.

» Russia is also using cyber operations to defend against what it sees as threats to the stability of the
Russian Government. In 2019, Russia attempted to hack journalists and organizations that were
investigating Russian Government activity and in at least one instance leaked their information.

» Russia almost certainly considers cyber attacks an acceptable option to deter adversaries, control
escalation, and prosecute conflicts.

Intelligence, Influence Operations, and Elections Influence and Interference

Russiqg presents one of the most serious intelligence threats to the United States, using its intelligence services and
influence tools to try to divide Western alliances, preserve its influence in the post-Soviet area, and increase its sway
around the world, while undermining US global standing, sowing discord inside the United States, and influencing
US voters and decisionmaking. Russia will continue to advance its technical collection and surveillance
capabilities and probably will share its technology and expertise with other countries, including US
adversaries.

+ Moscow almost certainly views US elections as an opportunity to try to undermine US global standing,
sow discord inside the United States, influence US decisionmaking, and sway US voters. Moscow
conducted influence operations against US elections in 2016, 2018, and 2020.

Space

Russia will remain g key space competitor, maintaining a large network of reconnaissance, communications,
and navigation satellites. Tt will focus on integrating space services—such as communications; positioning,
navigation, and timing (PNT); geolocation; and intelligence, surveillance, and reconnaissance—into its
weapons and command-and-control systems.

» Russia continues to train its military space elements and field new antisatellite (ASAT) weapons to
disrupt and degrade US and allied space capabilities, and it is developing, testing, and fielding an array
of nondestructive and destructive counterspace weapons—including jamming and cyberspace
capabilities, directed energy weapons, on-orbit capabilities, and ground-based ASAT capabilities—to
target US and allied satellites.

[11]
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IRANIAN PROVOCATIVE ACTIONS

Iran will present a continuing threat to US and allied interests in the region as it tries to erode US influence and
support Shia populations abroad, entrench its influence and project power in neighboring states, deflect
international pressure, and minimize threats to regime stability. Although Iran’s deteriorating economy and
poor regional reputation present obstacles to its goals, Tehran will try a range of tools—diplomacy,
expanding its nuclear program, military sales and acquisitions, and proxy and partner attacks—to advance
its goals. We expect that Iran will take risks that could escalate tensions and threaten US and allied interests
in the coming year.

o Iran sees itself as locked in a struggle with the United States and its regional allies, whom they perceive
to be focused on curtailing Iran’s geopolitical influence and pursuing regime change.

e Tehran’s actions will reflect its perceptions of US, Israeli, and Gulf state hostility; its ability to project
force through conventional arms and proxy forces; and its desire to extract diplomatic and economic
concessions from the international community.

e With regards to US interests in particular, Iran’s willingness to conduct attacks probably will hinge on
its perception of the United States’ willingness to respond, its ability to conduct attacks without
triggering direct conflict, and the prospect of jeopardizing potential US sanctions relief.

e Regime leaders probably will be reluctant to engage diplomatically in talks with the United States in the
near term without sanctions or humanitarian relief or the United States rejoining the Joint
Comprehensive Plan of Action (JCPOA). Iran remains committed to countering US pressure,
although Tehran is also wary of becoming involved in a full-blown conflict.

Regional Involvement and Destabilizing Activities

Iran will remain a problematic actor in Iraq, which will be the key battleground for Iran’s influence this year
and during the next several years, and Iranian-supported Iraqi Shia militias will continue to pose the
primary threat to US personnel in Iraq.

e The rise in indirect-fire and other attacks against US installations or US-associated convoys in Iraq in
2020 is largely attributed to Iran-backed Iraqi Shia militias.

e Iran will rely on its Shia militia allies and their associated political parties to work toward Iran’s goals
of challenging the US presence and maintaining influence in Iraqi political and security issues. Tehran
continues to leverage ties to Iraqi Shia groups and leaders to circumvent US sanctions and try to force
the United States to withdraw through political pressure and kinetic strikes.

o Although Tehran remains an influential external actor in Iraq, Iraqi politicians, such as Prime Minister

Mustafa al-Kadhimi, will attempt to balance Baghdad’s relations with Iran and the United States in an
effort to avoid Iraq becoming an arena for conflict between the two countries.

[12]
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Iran is determined to maintain influence in Syria.

» [ran is pursuing a permanent military presence and economic deals in Syria as the conflict winds down
there. Tehran almost certainly wants these things to build its regional influence, support Hizballah,
and threaten Israel.

Iran will remain g destabilizing force in Yemen, as Tehran’s support to the Huthis—including supplying
ballistic and cruise missiles as well as unmanned systems—poses a threat to US partners and interests,
notably through strikes on Saudi Arabia.

Tehran remains a threat to Israel, both directly through its missile forces and indirectly through its support of
Hizballah and other terrorist groups.

Iran will hedge its bets in Afghanistan, and its actions may threaten instability. Iran publicly backs Afghan

peace talks, but it is worried about a long-term US presence in Afghanistan. As a result, Iran is building ties
with both the government in Kabul and the Taliban so it can take advantage of any political outcome.

Military Capabilities

Iran’s diverse military capabilities and its kybrid approach to warfare—using both conventional and
jonal bilities—will inue to pose a threat to US and allied interests in the region for the

foreseeable future.

o Tran demonstrated its conventional military strategy, which is primarily based on deterrence and the
ability to retaliate against an attacker, with its launch of multiple ballistic missiles against a base
housing US forces in Irag in response to the January 2020 killing of Iranian Islamic Revolutionary
Guard Corps Qods Force IRGC-QF) Commander Qasem Soleimani. Iran has the largest ballistic
missile force in the region, and despite Iran’s economic challenges, Tehran will seek to improve and
acquire new conventional weaponry.

» [Iran’s unconventional warfare operations and network of militant partners and proxies enable Tehran
to advance its interests in the region, maintain strategic depth, and provide asymmetric retaliatory
options.

o The IRGC-QF and its proxies will remain central to Iran’s military power.

Attacks on US Interests and the Homeland

We assess that Iran remains interested in developing networks inside the United States—an objective it has pursued
Jor more than a decade—but the greatest risk to US persons exists outside the Homeland, particularly in the Middle
East and South Asia.

» [Iran has threatened to retaliate against US officials for the Soleimani killing in January 2020 and
attempted to conduct lethal operations in the United States previously.

» During the past several years, US law enforcement has arrested numerous individuals with connections
to Iran as agents of influence or for collecting information on Iranian dissidents in the United States,

[13]
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and Iran’s security forces have been linked to attemnpted assassination and kidnapping plots in Europe,
the Middle East, and South Asia.

e [ran probably can most readily target US interests in the Middle East and South Asia because it has
assets and prozxies in the region with access to weapons and explosives.

Nuclear Breakout

We continue to assess that Iran is not currently undertaking the key nuclear weapons-development activities that we
Judge would be necessary to produce a nuclear device. However, following the US withdrawal from the JCPOA
agreement in May 2018, Iranian officials have abandoned some of Iran’s i and 1 d some nucl
activities that exceed the JCPOA limits. 1f Teliran does not receive sanctions relief, Iranian officials probably
will consider options ranging from further enriching uranium up to 60 percent to designing and building a
new 40 Megawatt Heavy Water reactor.

o Iran has consistently cast its resumption of nuclear activities as a reversible response to the US
withdrawal from the JCPOA and messaged that it would return to full compliance if the United States
also fulfilled its JCPOA commitments.

Since June 2019, Iran has increased the size and enrichment level of its uranium stockpile beyond JCPOA
limits. Since September 2019, Iran has ignored restrictions on advanced centrifuge research and
development and restarted uranium enrichment operations at the deeply buried Fordow facility. In January,
Tran began to enrich uranium up to 20 percent and started R&D with the stated intent to produce uraniuvm
metal for research reactor fel, and in February, it produced a gram quantities of natural uranium metal in a
laboratory experiment.

Cyber, Intelligence, Influence, and Election Interference

Iran’s expertise and willingness to conduct aggressive cyber operations make it g significant threat to the security of
US and allied neiworks and data. Iran has the ability to conduct attacks on critical infrastructure, as well as to
conduct influence and espionage activities.

e Iran was responsible for multiple cyber attacks between April and July 2020 against Isracli water
facilities that caused unspecified short-term effects, according to press reporting.

Tran is increasingly active in using cyberspace to enable influence operations—including aggressive influence
operations targeting the US 2020 presidential election—and we expect Tehran to focus on online covert
influence, such as spreading disinformation about fake threats or compromised election infrastructure and
recirculating anti-US ¢

s Iran attempted to influence dynamics around the 2020 US presidential election by sending threatening
messages to US voters, and Iranian cyber actors in December 2020 disseminated information about US
election officials to try to undermine confidence in the US election.
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NORTH KOREAN PROVOCATIVE ACTIONS

North Korean leader Kim Jong Un may take a number of aggressive and potentially destabilizing actions to reshape
the regional security environment and drive wedges between the United States and its allies—up to and including
the resumption of nuclear weapons and interconti I ballistic missile (ICBM) testing.

e We assess that Kim views nuclear weapons as the ultimate deterrent against foreign intervention and
believes that over time he will gain international acceptance and respect as a nuclear power. He
probably does not view the current level of pressure on his regime as enough to require a fundamental
change in its approach.

« Kim also aims to achieve his goals of gaining prestige, security, and acceptance as a nuclear power

through conventional military modernization efforts, nuclear weapon and missile development, foreign
engagement, sanctions-evasion, and cyber capabilities.

Military Capabilities
North Korea will pose an increasing threat to the United States, South Korea, and Japan as it continues to improve
its conventional military capabilities, providing Kim with diverse tools to advance his political objectives or

inflict heavy losses if North Korea were attacked.

* Pyongyang portrayed a growing and more diverse strategic and tactical ballistic missile force during its
January 2021 and October 2020 military parades.

‘WMD

North Korea will be a WMD threat for the for ble future, b Kim ins strongly committed to the
country’s nuclear weapons, the country is actively engaged in ballistic missile research and development, and
Pyongyang’s CBW efforts persist.

e Despite announcing an end to North Korea’s self-imposed moratorium on nuclear weapons and ICBM
testing in December 2019, Kim thus far has not conducted long-range missile testing and has left the
door open to future denuclearization talks with the United States. Kim may be considering whether to
resume long-range missile or nuclear testing this year to try to force the United States to deal with him
on Pyongyang’s terms.

Cyber
North Korea’s cyber program poses a growing espionage, theft, and attack threat.

e Pyongyang probably possesses the expertise to cause temporary, limited disruptions of some critical
infrastructure networks and disrupt business networks in the United States, judging from its operations
during the past decade, and it may be able to conduct operations that compromise software supply
chains.
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» North Korea has conducted cyber theft against financial institutions and cryptocurrency exchanges
worldwide, potentially stealing hundreds of millions of dollars, probably to fund government priorities,
such as its nuclear and missile programs.
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TRANSNATIONAL ISSUES

COVID-19 PANDEMIC AND DISEASES

The COVID-19 pandemic has disrupted life worldwide, with far-reaching effects that extend well beyond global
health to the economic, political, and security spheres. We expect COVID-19 to remain a threat to populations
worldwide until vaccines and therapeutics are widely distributed. The economic and political implications of the
pandemic will ripple through the world for years.

The pandemic is raising geopolitical tensions, and great powers are jockeying for advantage and influence. States
are struggling to cooperate—and in some cases are undermining cooperation—to respond to the pandemic
and its economic fallout, particularly as some governments turn inward and question the merits of
globalization and interdependence. Some governments, such as China and Russia, are using offers of
medical supplies and vaccines to try to boost their geopolitical standing.

The economic fallout from the pandemic is likely to create or worsen instability in at least a few—and perhaps
many—countries, as people grow more desperate in the face of interlocking pressures that include sustained
economic downturns, job losses, and disrupted supply chains. Some hard-hit developing countries are
experiencing financial and humanitarian crises, increasing the risk of surges in migration, collapsed
governments, or internal conflict.

o Although global trade shows signs of bouncing back from the COVID-19-induced slump, economists
caution that any recovery this year could be disrupted by ongoing or expanding pandemic effects,
keeping pressure on many governments to focus on internal economic stability. In April, the
International Monetary Fund estimated that the global economy would grow 6 percent this year and
4.4 percent in 2022. This year’s forecast is revised up 0.5 percentage points relative to the previous
forecast, reflecting expectations of vaccine-powered strengthening of activity later in the year and
additional policy support in a few large economies. The global growth contraction for 2020 is
estimated at 3.3 percent.

o The resurgence in COVID-19 infections early this year may have an even greater economic impact as
struggling businesses in hard-hit sectors such as tourism and restaurants fold and governments face
increasing budget strains.

o The effects on developing countries—especially those that rely heavily on remittances, tourism, or oil
exports—may be severe and longer lasting; many developing countries already have sought debt relief.

o The economic fallout from the COVID-19 pandemic, along with conflict and weather extremes, has
driven food insecurity worldwide to its highest point in more than a decade, which increases the risk of
instability. The number of people experiencing high levels of acute food insecurity doubled from 135
million in 2019 to about 270 million last year, and is projected to rise to 330 million by yearend.

The COVID-19 pandemic is prompting shifts in security priorities for countries around the world. As militaries
face growing calls to cut budgets, gaps are emerging in UN peacekeeping operations; military training and
preparedness; counterterrorism operations; and arms control monitoring, verification, and compliance.
These gaps are likely to grow without a quick end to the pandemic and a rapid recovery, making managing
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conflict more difficult—particularly because the pandemic has not caused any diminution in the number or
intensity of conflicts.

COVID-19-related disruptions to essential health services—such as vaccinations, aid delivery, and maternal and
child health programs—will increase the likelikood of additional health emergencies, especially among vulnerable
populations in low-income countries. As examples, the pandemic has disrupted HIV/AIDS treatments and
preventative measures in Sub-Saharan Africa, as well as measles and polio vaccination campaigns in dozens
of countries. World populations, including Americans, will remain vulnerable to new outbreaks of
infectious diseases as risk factors persist, such as rapid and unplanned urbanization, protracted conflict and
humanitarian crises, human incursions into previously unsettied land, expansion of international travel and
trade, and public mistrust of government and health care workers.

CLIMATE CHANGE AND ENVIRONMENTAL DEGRADATION

We assess that the effects of a changing climate and envir ] degradation will create a mix of divect and
indirect threats, including risks to the 1y, heightened political volatility, displ and new

venues for geopolitical competition that will play out during the next decade and beyond, Scientists also warn that
warming air, land, and sea temperatures create more frequent and variable extreme weather events,
including heat waves, droughts, and floods that directly threaten the United States and US interests,
although adaptation measures could help manage the impact of these threats. The degradation and
depletion of soil, water, and biodiversity resources almost certainly will threaten infrastructure, health,
water, food, and security, especially in many developing countries that lack the capacity to adapt quickly to
change, and increase the potential for conflict over competition for scarce natural resources.

* 2020 tied for the hottest year on record, following a decade of rising temperatures from 2010 to 2019.
Arctic Sea ice minimum coverage reached its second lowest level on record in 2020, highlighting the
increasing accessibility of resources and sea lanes in a region where competition is ratcheting up among
the United States, China, and Russia.

» 1In 2020, six Atlantic storms passed a “rapid intensification threshold” because of warming
temperatures, representing more damaging storms that offer less time for populations—as well as US
military installations on the Guif Coast—to evacuate or prepare.

o The 2020 storm season hit Central America particularly hard. The region already was suffering from
several years of alternating drought and storms, increasing the potential for large-scale migration from
the region as pandemic-related restrictions on movement ease.

+ Environmental degradation from pollution and poor land management practices will continue to
threaten human health and risk social unrest. Air pollution was the fourth leading risk factor for
premature death globally in 2019, resulting in approximately 7 million deaths, and has been found to
increase the susceptibility to and severity of COVID-19 infections. Despite temporary improvements in
air quality globally in 2020 resulting from COVID-19 lockdowns, by September 2020 air pollution had
returned to pre-pandemic levels.

s The threat from climate change will intensify because global energy usage and related emissions

continue to increase, putting the Paris Agreement goals at risk. Even in the midst of a global pandemic
that shuttered countries and significantly reduced travel, global CO2 emissions only decreased by less
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than 6-percent in 2020. By December 2020, they had rebounded to previous monthly levels as
countries began to reopen, an indication of how strongly emissions are coupled to economic growth.
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EMERGING TECHNOLOGY

Following decades of investments and efforts by multiple countries that have increased their
technological capability, US leadership in emerging technologies is incr 1y chatl d, primarily by
China. We anticipate that with a more level playing field, new technological developments will
increasingly emerge from multiple countries and with less warning,

« New technologies, rapidly diffusing around the world, put increasingly sophisticated capabilities in the
hands of small groups and individuals as well as enhancing the capabilities of nation states. While
democratization of technology can be beneficial, it can also be economically, militarily, and socially
destabilizing. For this reason, advances in technologies such as computing, biotechnology, artificial
intelligence, and manufacturing warrant extra attention to anticipate the trajectories of emerging
technologies and understand their implications for security.

China has a goal of achieving leadership in various emerging technology fields by 2030. China stands out as
the primary strategic competitor to the U.S. because it has a well-resourced and comprehensive strategy to
acquire and use technology to advance its national goals, including technology transfers and intelligence
gathering through a Military-Civil Fusion Policy and a National Intelligence Law requiring all Chinese
entities to share technology and information with military, intelligence and security services.

* Beijing is focused on technologies it sees as critical to its military and economic future, including broad
enabling technologies such as biotechnology, advanced computing, and artificial intelligence, as well as
niche technical needs such as secure communications.

Moscow also views the development of advanced S&T as a national security priority and seeks to preserve
its technological sovereignty. Russia is increasingly looking to talent recruitment and international scientific
collaborations to advance domestic R&D efforts but resource constraints have forced it to focus indigenous
R&D efforts on a few key technologies, such as military applications of AL

CYBER

Cyber threats from nation states and their surrogates will remain acute. Foreign states use cyber operations 1o
steal information, influence populations, and damage industry, including physical and digital critical
infrastructure. Although an increasing number of countries and nonstate actors have these capabilities, we
remain most concerned about Russia, China, Iran, and North Korea. Many skilled foreign cybercriminals
targeting the United States maintain mutually beneficial relationships with these and other countries that
offer them safe haven or benefit from their activity.

States’ increasing use of cyber operations as a tool of national power, including increasing use by militaries around
the world, raises the prospect of more destructive and disruptive cyber activity. As states attempt more aggressive
cyber operations, they are more likely to affect civilian populations and to embolden other states that seek
similar outcomes.

Authoritarian and illiberal regimes around the world will increasingly exploit digital tools to surveil their citizens,
control free expression, and censor and ipulate information to maintain control over their populations. Such
regimes are increasingly conducting cyber intrusions that affect citizens beyond their borders—such as
hacking journalists and religious minorities or attacking tools that allow free speech online—as part of their
broader efforts to surveil and influence foreign populations.

[20}



66

Democracies will continue to debate how to protect privacy and civil liberties as they confront domestic
security threats and contend with the perception that free speech may be constrained by major technology
companies. Authoritarian and illiberal regimes, meanwhile, probably will point to democracies’ embrace of
these tools to justify their own repressive programs at home and malign influence abroad.

During the last decade, state spousered hackers have compromised software and IT service supply chains, helping
them conduct operations—espionage, sabotage, and p ially prepositioning for warfighting.

« A Russian software supply chain operation against a US-based IT firm exposed approximately 18,000
customers worldwide, including enterprise networks across US Federal, state, and local governments;
critical infrastructure entities; and other private sector organizations. The actors proceeded with
follow-on activities to compromise the systems of some customers, including some US Government
agencies.

FOREIGN ILLICIT DRUGS AND ORGANIZED CRIME

We expect the threat from transnational organized crime networks supplying potent illicit drugs, which annually
kill tens of thousands of Americans, to remain at a critical level. The pandemic has created some challenges for
traffickers, mainly due to restrictions on movement, but they have proven highly adaptable, and lethal overdoses
have increased.

* Mexican traffickers dominate the smuggling of cocaine, fentanyl, heroin, marijuana, and
methamphetamine into the United States. They produce heroin, marijuana, and methamphetamine in
Mexico, and they obtain cocaine from South American suppliers. They almost certainly will make
progress producing high-quality fentanyl through this year, using chemical precursors from Asia.

« The total number of overdose deaths increased from 2018 to 2019, and opioids—particularly fentanyl—
are involved in more than half those deaths, according to the Centers for Disease Control. As of July
2020, provisional data suggests that the total number of overdose deaths have continued to rise.

» Traffickers temporarily slowed drug smuggling because of stricter controls along the US southwest
border associated with the pandemic but have since resumed operations.

Transnational criminal organizations will continue to employ cyber tools to steal from US and foreign businesses
and use complex financial sch to launder illicit proceeds, undermining confidence in fi ial institution
MIGRATION

The forces driving global migration and displac including jc disparities and the effects of extreme

weather and conflict—almost certainly will encourage migration and refugee flows, but pandemic restrictions will
remain a check on cross-border movements, Migration and displacement will heighten humanitarian needs,
increase the risk of political upheaval, exacerbate other health crisis risks, and aid recrui) and radicalizati
by militant groups—particularly as COVID-19 strains global k jtarian resp hanisms and funding

Many refugees and internally displaced persons are unlikely to return to their homes.

The number of people being displaced within their own national borders continues to increase, further
straining governments’ abilities to care for their domestic populations and mitigate public discontent.
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Transnational organized criminal groups exploit migrants through extortion, kidnapping, and forced labor,
and facilitate migration to divert attention from their other illicit activities.

In the Western Hemisphere, the bined effects of the pandemic and hurricanes, as well as perceived changes in
US immigration policy and seasonal employment opportunities in the United States, are creating the economic and
physical conditions for a resurgence in US-bound migration—especially if COVID-19 infection rates in the United
States decline.

Last year, mobility restrictions tied to COVID-19 initially suppressed migration from Central America to the
US southwest border, but the number of migrants started to rise again in mid-2020.

High crime rates and weak job markets remain primary push factors for US-bound migration from Central
America because origin countries lack the capacity to address these challenges.

Migration from the Middle East and North Africa to Europe has continued to decline since its peak in 2015, and
COVID-19 travel restrictions are likely to further suppress migrant flows this year, but venewed conflicts in the
Middle East could trigger more migration, and previous waves fanned nationalist sentiments in many European
countries. Countries are witnessing the rise of populist politicians and parties campaigning on loss of
sovereignty and identity. Some European countries are trying to balance migration and COVID-19
concerns with the need for workers to supplement their aging workforces.
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GLOBAL TERRORISM

We assess that ISIS and al-Qa‘ida remain the greatest Sunni terrorist threats to US interests overseas; they also
seek to conduct attacks inside the United States, although sustained US and allied CT pressure has broadly
degraded their capability to do so. US-based lone actors and small cells with a broad range of ideological
motivations pose g greater immediate domestic threat. We see this lone-actor threat manifested both within
homegrown violent extremists (HVEs), who are inspired by al-Qa‘ida and ISIS, and within domestic violent
extremists (DVEs), who commit terrorist acts for ideological goals ing from di je infl , such as
racial bias and antigovernment sentiment. DVEs also are inspired by like-minded individuals and groups abroad.
Lebanese Hizballah might conduct attacks against US and allied interests in response to rising tensions in the
Middle East and as part of its effort to push the United States out of the region. The diffusion of the terrorist
threat giobally, competing priorities for many countries, and in some cases decreased Western CT assistance
probably will expand opportunities for terrorists and provide them space to recover from recent setbacks.

IS1S

ISIS remains capable of waging a prolonged insurgency in Iraq and Syria and Jeading its global organization,
despite compounding senior leadership Josses. Although we have seen a decline in the number of ISIS-inspired
attacks in the West since they peaked in 2017, such attacks remain a high priority for the group. ISIS-
inspired attacks very likely will remain the primary ISIS threat to the US homeland this year, rather than
plots operationally supported or directed by ISIS, given the logistical and security challenges the group
would need to overcome to deploy and support attackers in the United States.

o ISIS will attempt to expand its insurgency in Iraq and Syria, where it has been attacking prominent
local leaders, security elements, infrastructure, and reconstruction efforts.

o The appeal of ISIS’s ideology almost certainly will endure, even if it appeals to a narrower audience.
The group will continue to use its media to encourage global supporters to conduct attacks without
direction from ISIS leadership, but ISIS’s degraded media capabilities probably will hamper its ability
to inspire its previous high pace of attacks and attract recruits and new supporters.

Al-Qa‘ida

AL-Qa‘ida’s senior leadership cadre has suffered severe losses in the past few years, but remaining leaders will
encourage cooperation among regional elements, continge calls for attacks against the United States and other
international targets, and seek to advance plotting around the world. Al Qa‘ida’s regional affiliates will exploit
local conflicts and ungoverned spaces to threaten US and Western interests, as well as local governments and
populations abroad.

* Al-Qa'ida’s affiliates in the Sahel and Somalia have made gains during the past two years, but the
group experienced setbacks elsewhere, including losing key leaders or managing only limited
operations in North Africa, South Asia, Syria, and Yemen.
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Hizballah
We expect Hizballah, in coordination with Iran and other Iran-aligned Shia milii to inue developing
terrorist capabilities as a deterrent, as retaliatory options, and as instr of coercion against its adversaries.

Hizballah’s focus on reducing US influence in Lebanon and the Middle East has intensified following the
killing of IRGC-QF Commander Qasem Soleimani. Hizballah maintains the capability to target, both
directly and indirectly, US interests inside Lebanon, in the region, overseas, and-—to a lesser extent—in the
United States.

Racially or Ethnically Motivated Violent Extremists

DVEs motivated by a range of ideologies that are not connected to or inspired by jihadi terrorist organizations like
al-Qa‘ida and ISIS pose an elevated threat to the United States. This diverse set of extremists reflects an
increasingly complex threat landscape, including racially or ethnically motivated threats and
antigovernment or antiauthority threats,

Of these, violent extremists who espouse an often overlapping mix of white supremacist, neo-Nazi, and
exclusionary cultural-nationalist beliefs have the most persistent transnational connections via often loose
online communities to like-minded individuals and groups in the West. The threat from this diffuse
movement has ebbed and flowed for decades but has increased since 2015.

* Violent extremists who promote the superiority of the white race have been responsible for at least 26
lethal attacks that killed more than 141 people and for dozens of disrupted plots in the West since 2015.
While these extremists often see themselves as part of a broader global movement, most attacks have
been carried out by individuals or small, independent cells.

« Australia, Germany, Norway, and the United Kingdom consider white racially or ethnically motivated
violent extremists, including Neo-Nazi groups, to be the fastest growing terrorist threat they face.

¢ Both these and other DVESs, such as antigovernment or antiauthority extremists, are motivated and
inspired by a mix of ideological, sociopolitical, and personal grievances against their targets, which
have increasingly included large public gatherings, houses of worship, law enforcement and
government facilities, and retail locations. Lone actors, who by definition are not likely to conspire
with others regarding their plans, are increasingly choosing soft, familiar targets for their attacks,
limiting law enforcement opportunities for detection and disruption.

CBRN

Terrorists vemain interested in using chemical and biological agents in attacks against US interests and possibly the
US homeland.

{241



70

CONFLICTS AND INSTABILITY

"o 72171

Internal and i iflict and i ty will continue to pose direct and indirect threats to US persons and
interests during the next year. Competition for power and resources, ethnic strife, and ideology will drive
insurgency and civil war in many countries. Interstate conflicts will also flare, ranging from border sparring, such
as that between China and India, to p jally more ined violent confrontations.

AFGHANISTAN

We assess that prospects for a peace deal will remain low during the next year. The Taliban is likely to make gains
on the battlefield, and the Afghan Government will struggle to hold the Taliban at bay if the coalition withdraws
support.

e Kabul continues to face setbacks on the battlefield, and the Taliban is confident it can achieve military
victory.

* Afghan forces continue to secure major cities and other government strongholds, but they remain tied
down in defensive missions and have struggled to hold recaptured territory or reestablish a presence in
areas abandoned in 2020.

INDIA-PAKISTAN

Although a general war between India and Pakistan is unlikely, crises between the two are likely to become more
intense, risking an escalatory cycle. Under the leadership of Prime Minister Narendra Modi, India is more likely
than in the past to respond with military force to perceived or real Pakistani provocations, and heightened tensions
raise the risk of conflict b the two nuclear-armed neighbors, with violent unrest in Kashmir or a militant
attack in India being potential flashpoints.

MIDDLE EAST

The Middle East will remain a region characterized by pervasive conflicts, with active insurgencies in several
countries, sparring between Iran and other countries, and persistent terrorism and protest movements sparking
. -

! D jic volatility will persist as popular discontent and socioeconomic grievances continue to
rise, particularly as the region ¢ ds with the ec jc fallout from the COVID-19 pandemic and its leaders
struggle to meet public exp jons for political and ic reform. As a result, some states are likely to

experience destabilizing conditions that may push them close to collapse. Conflicts that have simmered may
flare, particularly if Russia, Turkey, and other countries intervene, increasing the risk of escalations and
miscalculations.

Iraq

The Iraqi Government almost certainly will continue to struggle to fight ISIS and control Iranian-backed Shia
militias. Baghdad relies on US and other external support to target ISIS leaders and cells; the group
nonetheless has shown resilience as an insurgency. Iranian-backed Shia militias are likely to continue
attacks against US targets, such as the February rocket attack on Irbil International Airport, to press US
forces to leave if the Iraqi Government does not reach an agreement with Washington on a timetable for
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withdrawal. US personnel would also face danger if popular protests against government corruption and a
declining economy took a more violent turn or if Baghdad became embroiled in a broader regional conflict.

Libya

The interim Government of National Unity will face enduring political, economic, and security challenges that have
prevented previous governments from advancing reconciliation, Instability and the risk of renewed fighting in
Libya’s civil war will persist this year—despite limited political, ic, and security progress—and might spill
over into broader conflict, as Libyan rivals struggle to resolve their differences and foreign actors exert influence.
Egypt, Russia, the UAE, and Turkey are likely to continue financial and military support to their respective
proxies. A potential flashpoint will be whether Russia and Turkey abide by the cease-fire, brokered by the
UN in October 2020, which calls for the departure of foreign forces.

Syria

Conflict, jc decline, and b itarian crises will plague Syria during the next few years, and threats to US
Sforces will increase. President Bashar al-Asad is firmly in control of the core of Syria, but he will struggle to
reestablish control over the entire country against residual insurgency, including reinforced Turkish forces,
Istamic extremists, and opposition in Idlib Province. Asad will stall meaningful negotiations and rely on the
support of Russia and Iran. The Kurds will face increasing Syrian regime, Russian, and Turkish pressure,
especially as Kurdish economic and humanitarian conditions decline and if the United States withdraws
forces. US forces in eastern Syria will face threats from Iranian and Syrian-regime-aligned groups, mostly
through deniable attacks. Terrorists will try to launch attacks on the West from their safe havens in the
country, and increased fighting or an economic collapse might spur another wave of migration.

ASIA

The Burmese military’s February seizure of power, detention of State Counselor Aung San Suu Kyi, and
declaration of a one-year state of emergency marked a break in that country’s democratic transition and
ushered in new societal instability and widespread popular protests amidst COVID-19-related economic
strains.

LATIN AMERICA

The Western Hemisphere almost certainly will see hotspots of volatility in the coming year, to include
contested elections and violent popular protests. Latin America will hold several presidential and legislative
elections this year, some of which—such as Honduras and Nicaragua—are occurring amidst heavily
polarized environments in which allegations of fraud probably will arise.

» Public frustration is mounting over deep economic recessions following the COVID-19 pandemic,
which is also compounding public concerns about crime and widespread official corruption.
Colombia, Guatemala, and Peru have witnessed protests during the pandemic.

» Already-high rates of crime and narcotics trafficking probably will increase as poverty worsens and
resources for police and judiciaries shrink, potentially fueling migration attempts to the United States.
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« The political and economic crisis in Venezuela will continue, sustaining the outflow of Venezuelans
into the rest of the region and adding strain to governments contending with some of the highest
COVID-19 infection and death rates in the world.

AFRICA

East Africa will struggle with ethnic conflict in Ethiopia, power struggles within the transitional government
in Sudan, and continued instability in Somalia, while a volatile mixture of intercommunal violence and
terrorism will threaten West Africa’s stability. Conflicts, undergoverned spaces, the marginalization of
some communities, and persistent communications connectivity are likely to fuel terrorism during the next
year, particularly in the Sahel and parts of eastern and southern Africa. Throughout Sub-Saharan Africa, a
string of contentious elections will elevate the risk of political instability and violence.
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